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OmnpenesieHust
B HacTosimeM 10KyMEHTE UCIOB3YIOTCS CICIYIOIIME TEPMUHBI U UX OMPEACICHUS.

ABTOMATHU3HMPOBAHHASI CHCTEMAa — CHCTEMa, COCTOSIAs W3 IepcoHalla U KOMIUIeKca
CPEICTB aBTOMATHU3AIlUM €r0 JEATEIBHOCTH, peau3yrolias HH(OOPMAIMOHHYIO TEXHOJIOTHIO
BBITMIOJTHEHUS YCTAHOBJICHHBIX (DYHKIIHIA.

AyTeHTI/l(l)I/IKaIII/IH OTHPaBUTEC/IA MNAHHBIX — IIOATBEPXKIACHHUE TOI0, 4YTO OTIIPABHUTECIIb
MOJIYYCHHBIX JAHHBIX COOTBCTCTBYCT 3a4BJICHHOMY.

be3onacHOCTD NEPCOHAJBHBIX JAHHBIX — COCTOSHUE 3aIIUIICHHOCTH IEPCOHAIBHBIX
JAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTHIO  TOJNb30BAaTeNeH, TEXHUYECKUX CPEICTB |
MH(POPMALIMOHHBIX TEXHOJOTHH 00ecneunTh KOH(UAECHIMAIBHOCTb, IEJIOCTHOCTh U JOCTYITHOCTb
NEPCOHAIBHBIX JAaHHBIX MpPU HUX 00paboTke B MH(OPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX
JAaHHBIX.

BuomMerpnyeckne TiepCOHAJbHbIE JIaHHbIE — CBCICHHSA, KOTOPHIC XapaKTEPU3YIOT
du3HoNIOrHYecKre OCOOCHHOCTH 4YEJIOBEKAa W HAa OCHOBE KOTOPBIX MOXHO YCTaHOBUTH €TO
JMYHOCTh M KOTOPBIC UCTOJIB3YIOTCSI AJIMUHUCTPALIUEH ISl YCTAHOBIICHHS JIMYHOCTH CyOBEKTa
MEPCOHAIBHBIX JAHHBIX, MOTYT 00pabaThIBAThCS TOJBKO MPU HAIWYHH COTJIACHS B MHCHMEHHON
dbopMe cyOBeKTa MepCOHANBHBIX NaHHBIX (BKIHOYas (Gororpaduu, OTHEUaTKHU MajbleB, 00pa3
CEeTYATKH IJ1a3a, 0COOCHHOCTH CTPOCHHUS TeJa U JPYTYIO MOA00HY0 HH(OpMAIIUIO).

bioknpoBanne mNepcOHANBHBIX JaHHBIX — BpEeMEHHOE THpekpaiieHne o0paboTku
NEPCOHANBHBIX JaHHBIX (32 MCKIIOYCHHEM CIydaeB, eclid o0paboTka HeoOXommma s
YTOYHEHUS IEPCOHANIBHBIX TaHHBIX).

Bupyc (KOMNBIOTEpPHBIH, NPOrPAMMHBIN) — HCIOJHAEMBIM NPOrpaMMHBIA KOJ WIH
UHTEpPIpETUpPYEMBbId HAOOp MHCTPYKIMH, oONagaronuii CBOMCTBAMHM HECAHKIIMOHUPOBAHHOIO
pacrpocTpaHeHust 1 camoBocnpousBeeHus. Co3naHHble yOIMKaThl KOMIIBIOTEPHOTIO BUpYyCa HE
BCErJa COBNQJAIOT C OPUTMHAJIOM, HO COXPAHSAIOT CIOCOOHOCTh K JalbHEeHIemy
pPacIpoCTPaHEHHUIO U CAMOBOCIIPOU3BECHUIO.

Bpenonocnas nporpamma — nporpamma, IpeJHa3HA4Y€HHas Ui OCYLIECTBIICHUs
HECaHKIIMOHUPOBAHHOTO JOCTYMA U (UJIM) BO3ACUCTBUS HAa NEPCOHAIIbHBIE TaHHBIE WIIM PECYPChI
UH(POPMAILIMOHHON CUCTEMBI IEPCOHANBHBIX TaHHBIX.

Bcenomorare/ibHbIe TEXHHYECKHE CpPeICcTBAa M CHCTeMbl — TEXHUYECKHME CpEICTBA H
CHCTEMbI, HE MpeJHa3HAuYeHHbIE /Ul Tepenaul, 00paboTKU U XpaHEHUs MEepCOHANbHBIX JAaHHBIX,
YCTaHaBJIMBAEMbIE COBMECTHO C TEXHMUYECKHMH CPEICTBAMH M CHCTEMAaMHM, IPEIHAa3HAYCHHBIMU
JUIs  00pabOTKM TEpPCOHAIBHBIX JaHHBIX WIM B IOMEIIEHHAX, B KOTOPHIX YCTaHOBJIEHBI
MH(OpPMAaIIMOHHBIE CUCTEMBI NIEPCOHATBHBIX TAHHBIX.

JocTyn B OnepanyoHHyl0 cpexy KOMIbIoTepa (MH(POPMAIMOHHOW CHCTeMbI NEPCOHAIBHBIX
JAAHHBIX) — TIOTy4EeHHE BOZMOKHOCTH 3aITyCKa Ha BHIMIOJTHEHUE MITATHBIX KOMaH 1, (DYHKIIHIA, IPOIIETyP
OTIEPAIMOHHON CHUCTEMBI (YHUUTOXKEHHSI, KOMTMPOBAHMS, TIEPEMEIICHHUS U T.I1.), UCTIONHIEMBIX (aiioB
MPUKIIAHBIX IPOrPaMM.

I[OCTyl'l K I/IH(l)OpMaHI/II/I — BO3MO’KHOCTbD ITOJTYYCHUA I/IH(l)OpMaL[I/II/I " €€ UCII0JIb30BaHMs.

3akia04Hoe YCTPOICTBO — 3JIEMEHT CpEJCTBA CheMa HMH(OpPMAlMM, CKPBITHO BHEAPSEMBIiA
(3aKyIampIBacMblii WM BHOCHMMBIN) B MeCTa BO3MOMKHOIO cheMa HH(popMaimy (B TOM YHCIE B
OrpaXeHNEe, KOHCTPYKIIMIO, 000pYI0BaHHE, TIPEAMETHI HHTEPhEPA, TPAHCIIOPTHBIE CPEZICTBA, A TAKXKE B
TEXHUYECKHE CPEZICTBA U CUCTEMBI 00pabOTKM MHPOPMALIUN).
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3aummaemass wHpopMauus — HHPOpMAIWS, SBJSIOMIAICS MPEIMETOM COOCTBEHHOCTH U
HOJUISKAIIAST 3alUTEe B COOTBETCTBUHM C TPEOOBAHMSIMHU MPABOBBIX JIOKYMEHTOB MM TPEOOBAHMSAMH,
YCTaHABJIMBAEMbIMU COOCTBEHHHKOM UH(OpMAIUH.

Hpentndmkanus — npucBoeHMEe CyObeKTaM M OOBEKTaM JO0CTyna WieHTH(ukaropa U (Hn)
CpaBHEHHUE MPEABIBIAEMOr0 HACHTHU(HKATOPA C IIEPEIHEM IPUCBOCHHBIX HICHTH(PHKATOPOB.

HNndopMaTUBHBII CHTHAJ — DJICKTPHYECKUE CHIHAJBL, AKYCTHYECKHE, SJIEKTPOMArHUTHBIC W
apyrue (DM3MYecKde TONsl, MO TiapamMeTpaM KOTOPhIX MOMKET OBITh pPacKpbiTa KOH(HICHIIMATLHAS
nH(opmarws (mepcoHaIbHbIE JaHHbIe) 0OpadaThiBaeMasi B MH(POPMAIMOHHOM CHUCTEME TEPCOHATBHBIX
JTAHHBIX.

Nudopmanuonnas cucrema mnepcoHadabHbIX AaHHbIX (MCII/IH) —coBOKynHOCTH
coJepKaluxcs B 0a3ax JaHHBIX MEPCOHATIBHBIX JAHHBIX U O0ECHEeUMBAIOIIMX MX 00paboOTKy
MH(POPMALMOHHBIX TEXHOJIOTUN M TEXHUYECKHX CPEJICTB.

HNudopmanmonHbie TeXHOJOTHH — TIPOLECChl, METOIbI TOWCKa, cOopa, XpaHeHWs, oOpaboTKH,
NPEIOCTABIICHHS, PACTIPOCTPAHEHHsT MH(POPMAIMK M CLIOCOOBI OCYIIECTBIICHUS! TAKHX IPOIIECCOB U
METO/IOB.

Hcnonb3oBaHue mnepcoHAIbHBIX JAHHBIX — JACWCTBUA (Omepaiuu) ¢ MepCOHATbHBIMU
JAaHHBIMHU, COBEpPILAEMbIE ONEPATOPOM B LENSIX MHPUHATUS PELUICHUN WIM COBEPLICHUS] HMHBIX
NENCTBUI, MOPOXKAAOIINX IOPUINYECKUE TIOCTEACTBUS B OTHOILIEHUU CyOBEKTa MEepCOHATBHBIX
JAHHBIX WM JPYTHX JIMI JTUOO MHBIM 00pa3oM 3aTparvBaroOIIUX IpaBa U CBOOOIBI CyOBEKTa
MEPCOHANIbHBIX IAHHBIX WJIA JPYTUX JIULL.

Hcrounuk yrpo3bl 6e30MacHOCTH HH(OPMAIMU — CYOBEKT JIOCTYIA, MaTepUaIbHbIi OOBEKT WIH
(u3IYecKoe SIBTIEHHE, SBIIIOIIMECS IPHYNHON BO3HUKHOBEHUS YIPO3bl 0€3011acHOCTH MH(POpMAIUH.

KoHnTposmpyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPHUS, 31aHME, YacTh 3]aHus, MOMEIIEHHE), B
KOTOPOM HCKJIIOYEHO HEKOHTPOJIMpYeMOe MpeObIBaHHE MOCTOPOHHMX JIML, @ TAKXKE TPAHCIIOPTHBIX,
TEXHUYECKHX U MHBIX MaTePUAIBHBIX CPEZICTB.

KOH(l)I/IJIEHHI/Ia.]'IbHOCTB NEPCOHATBHBIX JTAHHBIX — o0s3aTeIbHOS JJIA C06JIIOI[€HI/I$I OrepaTopomM
WM HMHBIM THOJYYMBHIMM JOCTYII K HNEPCOHAIBHBIM JAHHBIM JIMIIOM Tpe6OBaHI/I€ HC OOITYyCKaTb HX
PpacipoCTpaHCHUEC 0e3 cornacus CY6’BeKTa TICPCOHAJIBHBIX JAHHbIX WM HAJIMYHUSA HHOI'O 3dKOHHOI'O
OCHOBAHM:I.

Me:xceTeBoil IKpaH — JIOKATHHOE (OJHOKOMITOHEHTHOE) WM (PYHKIIMOHAIBHO-PACTIPEICTICHHOS
nporpaMMHOe  (TIPOrpaMMHO-AIMIAPaTHOE) CPENCTBO  (KOMIUIEKC), peaM3yrollee KOHTPOJIb 32
uHpopMarmel, mocTyrnaronei B WHOOPMAIMOHHYIO CHCTEMY TIEPCOHAIBHBIX JIAHHBIX M (WJIN)
BBIXOJIAIIEH U3 MH(DOPMAIIMOHHON CHCTEMBI.

Hapyumrens 0e30acHOCTH MEPCOHATBHBIX JIAHHBIX — (M3MYECKOe JIMIO, CITyYaiHO WU
IpeHAMEPEHHO COBEPILIAIOLIEE JEHCTBHUSL, CIEICTBHEM KOTOPBIX SIBJIETICS HApyIeHUEe Oe30MacHOCTU
MEPCOHATBHBIX JAHHBIX MPH UX 00pabOTKe TEXHUYECKUMH CPE/ICTBAMH B MH(MOPMAIMOHHBIX CHCTEMAaX
NEPCOHATBHBIX JTAHHBIX.

HeaBTromaTnsnpoBanHas o0pa0oTka  mepcOHANBbHBIX  JAaHHBIX —  00paboTka
NEPCOHAIBHBIX JIaHHBIX, COJIEpKAIINXCAd B UHGOPMALMOHHON CHCTEME MEPCOHAIBHBIX JTaHHBIX
a1u00 M3BJICYCHHBIX M3 TAKOH CHUCTEMBI, CUUTAETCS OCYILECTBIEHHOW O€3 HCIOJIb30BaHUs
CPEACTB aBTOMATH3aLUU (HEaBTOMATU3UPOBAHHOM), €CIM Takue JEHCTBUSA C MEPCOHATbHBIMU
JAHHBIMHU, KaK MCIOJIb30BaHUE, YTOUHEHUE, PACHpPOCTPAHEHUE, YHHUYTOXXEHHE INEPCOHAJIBHBIX
JAHHBIX B OTHOLICHMM KaXXJOr0 M3 CyOBEKTOB MEPCOHAIBHBIX JAHHBIX, OCYLIECTBISIOTCS IpU
HEINOCPEICTBEHHOM Y4acTUH YEJIOBEKA.
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HenexnapupoBaHHble  BO3MOKHOCTH —  (DYHKIMOHQJIbHBIE  BO3MOXKHOCTH  CPEJICTB
BBIYUCITUTEITLHOM TEXHUKH, HE ONMCAHHBIC WM HE COOTBETCTBYIOILME ONMCAHHBIM B JIOKYMEHTAIIUH, TIPU
UCIIOJIb30BAHUM  KOTOPBIX BO3MOYKHO — HApyIICHHE KOH(PUICHIMATBHOCTH, JOCTYITHOCTH U
IEJIOCTHOCTH 00pabaThIBaeMOi HHPOpPMALIUH.

HecaHKIMOHMPOBAHHBIH 10CTYN (HECAHKIIMOHUPOBAHHbBIE JIefiCTBHSI) — OCTYI K MH(POPMAITUH
WM JISUCTBHS ¢ WH(OpMAIVeH, HApYIIAONHE MPaBWIa Pa3rPaHUYSHHs JOCTYIA C HUCIIOIh30BaHUEM
IITATHBIX CPEJICTB, PEIOCTABIISIEMBIX HH(OPMAIIMOHHBIMU CUCTEMAMHU TTEPCOHAIIBHBIX JTAHHBIX.

Hocurens wundopmanmmu — Qusnyeckoe MO0 HIM MarepHalbHbLi OOBEKT, B TOM 4HCIE
¢usmdeckoe mose, B KOTOpOM HMH(OpMAIMs HaXOIUT CBOE OTPAKEHHE B BHJE CHMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHMYECKUX PELICHHI M IIPOLIECCOB, KOMMYECTBEHHBIX XapaKTePUCTUK (DU3HMUECKUX
BCJIMYHH.

O0e3nuuBanmne MEPCOHAJIBHBIX TAaHHBIX — IIGﬁCTBI/I?I, B PE3YJIbTATC KOTOPBIX CTAHOBUTCH
HEBO3MOYKHO 0€3 HCIIOIL30BaHuUs HOHOHHHTGHBHOﬁ HH(bOpMaHI/IH ONpCACIINTb IPUHAIJICKHOCTD
MNEPCOHATIBHBIX JAHHBIX KOHKPCTHOMY Cy6”I)CKTy NECPCOHAJIbHBIX JaHHBIX.

O0GpaboTka NepCOHAIBHBIX JAAHHBIX — JI000€ jaelcTBUE (Omepanusi) WIM COBOKYITHOCTh
JeWcTBUM  (omepalyii), COBEpIIAEMBbIX C HCIIOJIb30BAHMEM CPEACTB aBTOMAaTH3alMd WM 0e3
UCIIOJIb30BAHMS TAKMX CPEJICTB C MEPCOHAIBHBIMU JJAHHBIMU, BKJTFOYasi cOOp, 3aIiCh, CUCTEMaTH3aLHIO,
HAKOIUICHUE, XpaHEHNE, YTOUHEHHE (OOHOBIIEHUE, I3MEHEHHE), N3BJICYEHHE, UCTIOIb30BaHKE, TIEpeaady
(pactipocTpaHeHHe, TPEIOCTABJICHHE, JOCTYI), OOE3JMYMBAaHME, OJOKUPOBAHHE, YIAJICHHE,
YHUYTOKCHUC IICPCOHAIIbHBIX JaHHBIX.

OO0wmenocTynHble  NMEepCOHANbHbIE  JaHHbIEe — [IEPCOHAIbHBIE  JAHHbBIE,  JIOCTYI
HEOTPaHMUYEHHOI'0 Kpyra JIUI K KOTOPbIM MpPEJOCTaBJIEH C COIJlacus CyOBbeKTa MepCOHaIbHBIX
JAHHBIX WJIM Ha KOTOpPbIE B COOTBETCTBUU C (efepalbHbIMU 3aKOHAMHU HE PacHpOCTpPaHSAETCS
TpeboBaHue cOOMOACHNS KOH(PUICHIINATBHOCTH.

Oneparop (MepCOHANBHBIX JAHHBIX) — TOCYIApPCTBEHHBI OpraH, MYHHIIMMATBGHBIA Opras,
IOPUITYECKOE WM (PU3HIECKOE JIMIIO0, CAMOCTOSTEIHHO WM COBMECTHO C JIPYTMMH OpPraHHU3YIOIIEe H
(nnmm) ocyiecTBsIroIee 00pabOTKy MEPCOHABHBIX JAHHBIX, a TAKXKE OIMpPEIEISIOIIHE e 00padoTKu
NIEPCOHANTBHBIX JIAHHBIX, COCTaB IIEPCOHATBHBIX [AaHHBIX, MOMISKANMX 00paboTKe, NeHCTBUS
(omepariiu), CoBepIaeMble C ePCOHATBLHBIMU JaHHBIMH.

Texnuuyeckue cpeacrBa MH(OPMAINUOHHON CHUCTEMBbI NMEPCOHAIBHBIX JAHHBIX — CPEICTBA
BBIYUCITUTEIILHON TEXHUKU, MHOPMAIIMOHHO-BHIUCIIUTENHHBIE KOMILIEKCHI U CETH, CPEACTBA F CUCTEMBI
nepeaun, mpuema u oOpabotkm [I/[H (cpenctBa M CHUCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHHUS,
3BYKOBOCIIPOM3BEJICHUS], TIEPErOBOPHbIE M TEJIEBU3UOHHBIE YCTPOMCTBA, CpEICTBA HM3IOTOBJICHUS,
TUPOKUPOBAHUS JIOKYMEHTOB M JIPyrdieé TEXHUYECKHUE CPEACTBa 00pabOTKH DPEueBOM, TpaduIecKoi,
BUIICO- U OyKBeHHO-IM(pOBOH HMH(OpPMAIINK), MPOrpaMMHBIE CPENICTBA (OIMEPAIMOHHBIE CHUCTEMBI,
CHCTEMBI YIpaBJIeHUs1 0a3aMH JNAHHBIX W T.II.), CPEICTBA 3aIIUTHI WH(OpPMAIWH, MPUMEHSIEMbIE B
UH(POPMALMOHHBIX CHCTEMAX.

IlepexBaT (MH(poOpMaLuM) — HEIPaBOMEPHOE MOJTy4YeHHE MHPOPMAIUU C UCHOIb30BAHUEM
TEXHUYECKOTO  CpEACTBAa, OCYLIECTBIISIONIET0 OOHAapyKeHue, TMpueM U  00paboTKy
UH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHbIE — JTI00as WHGOPMAIUS, OTHOCAMIASCA K TPSIMO WM KOCBEHHO
OTIpeICTICHHOMY WJIH OMpeeNiieMoMy (GU3NIECKOMY JHITY (CYOBEKTY MepCOHATBHBIX JaHHBIX).

[To6o4yHbIE JIEKTPOMATHUTHBIE H3JIYUeHHs U HABOJIKHU — DJICKTPOMATHUTHBIC U3TyYCHUS
TEXHUYECKUX CPEJCTB 00pabOTKH 3amuinaeMor WH(OpMaIMi, BO3HUKAIONIME KaK MOOOYHOE
SABJICHHUC WU BBI3BAHHLIC BHCKTpI/I‘IGCKI/IMH CHUTHaJ1aMU, HeﬁCTBYIOH[HMH B HUX BHGKTpI/I‘IeCKI/IX nu
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MAariuMTHBIX HCIAX, a TAKXKC DJICKTPOMArHUTHBIC HABOAKH 3THX CHUTHAJIOB HAa TOKOIIPOBOIAIINC
JIMHUHW, KOHCTPYKI WU U LCIIU ITUTAHUA.

[MonuTnKa  «YHCTOr0  CTOJIA» —  KOMIUIGKC  OpPraHU3AlMOHHBIX  MEPOIPHSTHH,
KOHTPOJIMPYIOIIUX OTCYTCTBUE 3alMCHIBAHUS HAa OyMa)KHbIC HOCHUTEIHM KIFOUeH M aTpuOyTOB
noctyna (mapoJjei) 1 XpaHeHus X BOJIM3U 00BEKTOB JIOCTYIIA.

[Hoab3oBaTesb HUHPOPMALMOHHOM CHCTEMbI MEPCOHAJBHBIX JaHHBIX —  JIMIO,
y4acTBymIIee B (DYHKIIMOHUPOBAHWU MH(DOPMAIMOHHON CHUCTEMBI NMEPCOHANBHBIX JAHHBIX WA
UCIIOJIB3YIOIIee PE3YNIbTAThI €€ HYHKIIMOHUPOBAHHUS.

[IpaBuia pasrpaHuyeHusi A0CTYNAa — COBOKYITHOCTb MPaBUJI, PErJaMEHTUPYIOIIUX MpaBa
JIOCTyTa CyOBEKTOB JOCTYIA K 00BEKTaM JIOCTYTIA.

IIporpamMuasi 3akJiagKa — KOJ IPOrpaMMbl, IIPEJHAMEPEHHO BHECEHHBI B IIPOIpaMMy C
[ENBI0 OCYIIECTBUTh YTEYKY, H3MEHUTh, OJOKMPOBAaTb, YHUYTOXUTh HH(POPMALUIO WIH
YHUYTOXXUTh U MOAM(ULUPOBaTH NPOrpaMMHOE obecreueHue HHGPOPMALMOHHONH CUCTEMBI
NEPCOHANBHBIX JaHHBIX U (MITM) OJIOKMPOBATH alllapaTHbIE CPEICTBA.

HporpaMMﬂoe (l'[pOI‘paMMHO-MaTeMaTI/I‘leCKoe) BO3/elicTBHE — HCCAaHKITMOHUPOBAHHOC
BOSHeﬁCTBHe Ha peCypChl aBTOMaTI/ISI/IpOBaHHOﬁ PIH(bOpMB.LIPIOHHOfI CHUCTCMBI, OCYHICCTBIISIEMOC C
HCIIOJIb30BAHMEM BPCAOHOCHBIX IIPOIpaMM.

PaCKprTI/Ie MNEPCOHAJIBHBIX JAaHHBIX — YMBIIUICHHOC MU cnyqaﬁﬂoe HapyumCcHue
KOH(l)I/IIleHLII/IaJ'IBHOCTI/I MNEpCOHAJIbHBIX JTaHHbIX.

PaClIPOCTpaHeHI/Ie MNEPCOHAJTBHBIX JAHHBIX — I[CflCTBI/IE[, HaIpaBJICHHLIC Ha PAaCKPLITHUEC
MEPCOHATIBHBIX NAHHBIX HECOIIPCACIICHHOMY KPYT'Yy JIUMI]

Pecypc mHpopManmoHHOil cHCTeMbl — UMEHOBAaHHBIN 3JIEMEHT CHCTEMHOIO, MPUKIIATHOTO
WIM almnapaTHoro odecrneueHus: GyHKIIMOHUPOBaHUS HH(OPMALIMOHHON CUCTEMBL.

CnenuajibHble KATErOpMH MNEPCOHAJBHBIX JIaHHBIX — T[I€PCOHAIbHBIC JaHHBIC,
KACalOUIMEeCs  pacoBOM, HAUMOHAIBHOW  MPUHAMJEKHOCTH, TMOJUTUYECKHX  B3IJISJOB,
PEIUTHO3HBIX WM (GUIOCOMCKUX YOSKICHUM, COCTOSHUS 3/J0POBbS W HWHTUMHOW KU3HU
CyObeKTa MepCOHANBHBIX JAHHBIX.

Cpezlcr Ba BbIYMCJIUTEIbHONH TEXHUKH — COBOKYITHOCTb ITPOIrpaMMHBIX 1 TEXHUYCCKUX 3JICMCHTOB
CHUCTEM O6pa6OTKI/I JAaHHBIX, CIOCOOHBIX (pYHKI_[I/IOHI/IPOBaTL CaMOCTOATCIIBHO UJIM B COCTAaBC APYIrux
CHCTCM.

Cy0bekT aocryna (cy0beKT)— JMIO WIM TPOLECC, JSHCTBUSI KOTOPOTO periiaMeHTHUPYIOTCS
IIpaBWJIaMU pa3rpaHUYEHUs AOCTYIIA.

TexHuuyeckuid KaHaI yTedkd MHGOPMALMU — COBOKYITHOCTh HOCUTEIST HH(pOpMAIMU (CPEACTBA
00paboTKH), (PU3MUECKON Cpelbl PacIpPOCTpaHEHHsT WH(POPMATUBHOTO CHTHATA U CPEICTB, KOTOPHIMH
NOOBIBaeTCsI 3alpIaemMast HHpOpMAaIIus.

TpaHcrpaHu4Has nepenaydya MepcoOHAJbHBIX JAHHBIX — NIEpeAavya NEPCOHATBHBIX JaHHBIX
onepatopoMm uyepe3 l'ocymapcrBeHHyro rpanuny Poccuiickonn @Penepauuu Oprasy BIACTH
WHOCTPAHHOTO TOCYJapCTBa, (U3HUYECKOMY WU IOPUIUYECKOMY JIUIy HMHOCTPAHHOTO
rocy1apcTBa.

Yrpo3bl 0€30MaCHOCTH TEPCOHAIBHBIX [JAHHBIX — COBOKYIIHOCTh YCIOBMH U (aKTOpOB,
CO3JAIOIMX OMAaCHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM UYMCJIE CITy4aiHOro, JOCTYINa K MEPCOHATBHBIM
JTaHHBIM, PE3YJBTaTOM KOTOPOTO MOYKET CTaTh YHHUTOKEHHE, U3MEHEHHE, OJIOKUPOBaHNE, KOIMMPOBAHUE,

Monntnka nHpopmaumnoHHol 6esonacHoctn. CtpaHuua 6 13 33



pacrpoCcTpaHeHHe MEePCOHATBHBIX JAHHBIX, & TAKXKE WHBIX HECAHKIIMOHUPOBAHHBIX ICHCTBUI MPH MX
00paboTKe B MHPOPMAIOHHOM CUCTEME MEPCOHATTBHBIX JAHHBIX.

YHUYTOKeHHE NEepPCOHAIbHBIX JAaHHBIX — JEHCTBHSA, B peE3ylbTare KOTOPBIX HEBO3MOMKHO
BOCCTaHOBUTH COZICP)KaHWE MEPCOHATBHBIX JAaHHBIX B HH(OPMALMOHHOW CHCTEME IEePCOHATBHBIX
JIAHHBIX WA B PE3yJbTaTe KOTOPbIX YHUUTOXKAIOTCSI MaTepUallbHbleé HOCUTEIH IE€PCOHAIBHBIX
JTAaHHBIX.

VYTeuka (GamumaeMoiil) uHGOPpMAIMM 10 TEeXHHYECKMM KaHAJIAM — HEKOHTPOIMPYEMOE
pactipocTpaHeHre nH(opMaly OT HOCUTENS 3aluiliaeMol nH(opMaliy yepe3 (pu3HyIeckyro cpemy 10
TEXHUYECKOTO CPEZICTBA, OCYILIECTRIISIOIIETO ITepeXBaT HH(POpMAIIH.

Ya3BUMOCTB — C1a00CTh B CPEACTBAX 3AIIUTHI, KOTOPYIO MOYKHO MCIOJIB30BaTh JUI HAPYLIEHUS
CHCTEMbI WJIU COZIEprKaIleicsl B Hel nH(opMaluH.

HenoctHocts  uHGOpManuMM —  CHOCOOHOCTH — CPEICTBA  BBIYMCIUTEIBHOM TEXHUKH WM
ABTOMATU3UPOBAHHOW CHUCTEMBI 00ECTICUMBATh HEM3MEHHOCTh MH(OpPMALMKA B YCIOBUSIX CIy4ailHOTO
W/ TIPEIHAMEPEHHOTO MICKKESHHS (pa3pyIICHU ).
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ABC

BTCC

e

K3

MD
HCJL
oC
I[1/1u
[IMB

I10

[IOMHWH

CA3
C3u
C3I1In
COB

TKYHU

VBI/n

OBO3HAYEHUA U COKPAILIEHUA

— aHTUBUPYCHEIE CPEACTBA

— aBTOMaTU3UPOBAaHHOE paboyee MeCTO

— BCIIOMOTI'aTCJIbHBIC TCXHUYCCKHUC CPCACTBA U CUCTCMbI
— MH(pOPMAIMOHHAs CHCTEMa IEPCOHATIBHBIX JaHHBIX

— KOHTpOJIMpyeMas 30Ha

— JIOKaJIbHAsl BBIYUCIIUTEIIbHASI CETh

— MEKCETEBOM IKpaH

— HECAHKLIMOHUPOBAHHBIN JOCTYII

— OlepalMoOHHas CHCTeMa

— MEPCOHAITbHBIC TAHHbIE

— [IPOrPaMMHO-MaTEMaTUYECKOE BO3/IEHCTBUE

— MporpaMMHoOe o0ecTriedeHre

— MOOOYHBIE ANIEKTPOMArHUTHBIE U3ITyIEHUS K HABOJIKH

— CHCTEMa aHaJIM3a 3aIIHUIEHHOCTH

— Cpe/CTBa 3alIUThl HHPOpMAIII

— cucrema (MoACHUCTEMA) 3allUThI IEPCOHATBHBIX JAHHBIX
— cuctemMa 0OHapyKEHUS! BTOP>KEHHI

— TEXHUUECKUE KaHAJIBI yTeUKU HH(POpMAIIN

— YI'pO3bI 0e30macHOCTH MNCPCOHAIbHBIX TAaHHBIX
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BBEJIEHHUE

Hacrosimmas ITonutrka uadopmMaimonHoii 6e3omacHoctu (nanee [omutrka) MBOY «Illkona
Ne 110» (manee — Yupexaenue) sBasieTcsi oQUIUaTbHBIM JOKYMEHTOM.

[Tonutuka pazpaboTaHa B COOTBETCTBUHU ¢ TpeboBaHMsIMH DeiepaabHOro 3aK0Ha OT 27 IO
2006 1. Ne 152-®3 «O nepcoHAIBHBIX JTaHHBIX» U mocTaHoBleHus [IpaButenscTBa Poccutickoi
Qeneparunn ot lHOsIOpst 2012 r. Ne 1119 «OO6 yrBepkaeHHMH TpeOOBaHUN K 3alIUTe
NEPCOHAIBHBIX JAHHBIX HpU UX 00paboTke B HHGOPMAIMOHHBIX CHUCTEMaX MEPCOHATBHBIX
JaHHBIX», HA OCHOBaHUM:

- «Pexomenganuii mo obecneueHn0 6€30MacCHOCTH MEPCOHANTBHBIX JaHHBIX TPU UX 00paboTKe B
MHQOPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX TAaHHBIX», YTBEP)KICHHBIX 3aMECTUTENIEM AUPEKTO-
pa ®CTOK Poccum ot 15.02.2008 1.,

- «TunoBbIX TpeOOBaHMIA [0 OpPraHU3aLUHU 1 0OecreueHHI0 PYHKIIMOHUPOBAHUS ITUPPOBATHLHBIX
(kpunTorpaguyeckux) CpeACTB, MpeIHA3HAUCHHBIX IS 3allUThl HHPOPMAIUH, HE cojepiKamien
CBEJICHUI, COCTABILIONIMX TOCYJapCTBEHHYIO TallHy B Cllydae U3 HCIIOJIb30BaHUs I obecreue-
HUsI OE30MaCHOCTH TEPCOHATIBHBIX JAHHBIX MPH UX 00paboTKe B MH(OOPMAIMOHHBIX CHUCTEMax
MEPCOHANBHBIX TAHHBIX», YTBEPKACHHbIX pykoBoAcTBOM & Llentpa @Cb Poccuu 21.02.2008 r.
Ne 149/6/6-662.

B Ilonutuke ompexneneHsl TpeboBanus k nepcoHany WCIIJIH, crerneHb OTBETCTBEHHOCTU
MepcoHalia, CTPYKTypa M HEOOXOIUMBIM YPOBEHb 3alUIICHHOCTHU, CTaTyC U JIOHDKHOCTHBIC
00s13aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a oOecredeHrue Oe30MaCHOCTH MEePCOHATBHBIX
nanubix B UCITIH Yupexaenus.
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1 O01me MoJI0KEeHU A
Lennro HacTosmei ITonuTuku siBaseTcs odoecneuenre 0e30MacHOCTH 00bEKTOB 3aIUThI

VYupexxaeHnss OT BCeX BHJIOB Yrpo3, BHEIIHUX UM BHYTPEHHUX, YMBIIUICHHBIX MU
HeTpeHaMEPEeHHBIX, MUHUMHU3AUs yiiepOa OT BO3MOXKHOM peaju3anuu yrpo3 0e30macHOCTH

T/Tu (YBIIIn).

beszomacHocTh MNEPCOHAJIbHBIX JaHHBIX JOCTUTAaCTCA IIyTeM HCKIIIOYCHUA
HCCAHKIIUOHUPOBAHHOI'O, B TOM YHUCIIC cnyqaﬁﬂoro, A0CTyIMNa K TICPCOHAIBHBIM JaHHBIM,
PE3YIbTAaTOM KOTOPOI'0 MOXKET CTAaTh YHUYTOXKCHUEC, U3MCHCHUC, 6J'IOKI/IpOBaHI/Ie, KOIIMPOBAHUC,
PaCIIpoOCTPaHCHUC IICPCOHAJIBHBIX JaHHBIX, 4 TAKKC MHBIX HCCAHKIITNOHUPOBAHHBIX ,HGIZCTBHIZ.

Wudopmaninsa 1 cBs3aHHbIE C HEH pecypchbl TOJDKHBI ObITh AOCTYIHBI JJIs aBTOPU30BAHHBIX
noJyib3oBaresiei. JIoJKHO OCYIIECTBISTHCS CBOEBPEMEHHOE OOHApY)KEHHWE W PearupoBaHUE Ha
YBI1/In.

I[OJ'DKHO OCYHICCTBIIATHCA MPCAOTBPAIICHNUEC MMPECAHAMECPCHHBIX HWJIN CﬂyqaﬁHbIX, YaCTUYHBIX
HJIN TTOJIHBIX HCCAHKIIMOHHUPOBAHHBIX MOI[I/ICI)I/IKaHI/Iﬁ HJIM YHUUYTOXCHUSA IICPCOHATIBHBIX JaHHBIX.

CocraB 00BEKTOB 3alIUTHI TPEJCTaBICH B [lepeyHe mepcoHANbHBIX JAHHBIX, YKa3aHHOMY B
[Tomoxxennn 06 06pabOTKE MEPCOHATBHBIX TAHHBIX.

Cocras UCII[H, momiexamux 3alluTe, MPEACTaBlieH B AKTe 00CIeJOBaHUS TEKYIIETO
COCTOSIHUSI TEXHUYCCKOM 3alUThI IEPCOHATBHBIX JTaHHBIX.
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2 O6aacTh aeicTBUSA

TpeboBanus Hactosied [ToMUTUKN pacIPOCTPAHSIOTCS HA BCEX COTPYIHUKOB YUpPEKICHUS
(ITAaTHBIX, BPEMEHHBIX, PAOOTAIONIMX IO KOHTPAKTy M T.I.), @ TAKXKE BCEX MPOYUX JIHII
(MOPSAAYHUKH, Ay TUTOPHI H T.I1.).
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3 Cucrema 3ammTsl MEePCOHATBbHBIX JAHHBIX
Cuctema 3anuThl nepcoHabHbIX JaHHBIX (C3I1/IH), cTpouTCS Ha OCHOBAHUH:
- AxTa 00cien0BaHus TEKYLIETO COCTOSHIS TEXHUUECKON 3aIUThI IEPCOHANBHBIX TaHHBIX,
- [lepeyns mepcoHaNbHBIX AaHHBIX, TOAJIEKAIIUX 3AIIUTE;
- AKTOB KiaccupUKanu HHOOPMAITMOHHBIX CHCTEM ITEPCOHAITLHBIX JaHHBIX;
- YacTHBIX MOieNiell aKTyalnbHBIX yrpo3 U BeposTHoro HapymuTens UCIH;
- [lonoxeHus 0 pasrpaHMYECHUH MIPaB JOCTYIA K IEPCOHANBHBIM IaHHBIM;
- PykoBomsiux nokymentoB @CTOK u ®Ch Poccun.

Jns  ob6ecrieuenust 3ammtbl  VMCII[IH HeoOXoamMo COONIOJCHHE OpPraHHU3aI[MOHHO-
TEXHUUYECKUX Mep. AJAMHUHHCTpaIueil odecneunBaeTcsi 6€30MacHOCTh MEPCOHATBHBIX JaHHBIX B
COOTBETCTBUU C HEOOXOJMMBIM YPOBHEM 3aIUIIEHHOCTH, KOTOpas OmucaHa B TeXHUYECKOM
3a1aHuM Ha co3ganue cuctembl 3amuThl 11 UCIIAH. B Yupexnenuu onpeneneHbl akTyaiabHbIe
yrpo3sl Oe3omnacHoctu II/IH, koTopeie ommcanbl B YacTHOM MOJENM aKTyalbHBIX YIpo3 U
BepositHoro Hapymwutens MCI/In.

HOII AKTYAJIbHBIMU  YI'PO3aMU 0e301acHOCTH MNEPCOHANIBHBIX  AAHHBIX TMOHHUMACTCA
COBOKYITHOCTb YCJ]OBI/II;'I u (baKTOpOB, CO3Jar0muXx AKTYaJIbHYIO OIIaCHOCTbB
HCCAaHKIIMOHUPOBAHHOI'O, B TOM YHCJIC CHy‘lﬁfIHOFO, A0CTYyIIa K NCPCOHAIIBHBIM JaHHBIM IIPU UX
O6pa6OTKC B HH(I)OpMaHHOHHOfI CUCTEME, PE3YJIbTATOM KOTOPOI'0 MOI'yT CTaTb YHHUYTOXCHUC,
HN3MCHCHHC, 6J'IOKI/Ip0BaHI/I€, KOIIMPOBAHUEC, NMPEAOCTABIICHUEC, PACIIPOCTPAHCHUC TTEPCOHAIIBHBIX
JaHHBIX, a TAKKC UHBIC HCIIPABOMCEPHBLIC HeﬁCTBHH.

VYrpo3sl 1-To TUNa akTyalbHbl A1 MHPOPMALMOHHONW CHUCTEMBI, €CIIU JUIs HEee B TOM YHCIe
aKTyaJlbHbl YIpO3bl, CBS3aHHbIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEIEKIAPUPOBAHHBIX)
BO3MOXHOCTEH B CHCTEMHOM NPOIPaMMHOM 00€CIeueHUH, UCIOJIb3YEMOM B HH(OpPMAIIMOHHON
CUCTEME.

Yrpo3sl 2-T0 TUMA aKTyallbHBI JJI1 MHPOPMALMOHHONW CHUCTEMBI, €CIIH JUIs Hee B TOM YHCIe
aKTyaJlbHbl YIpO3bl, CBS3aHHbIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEIECKIAPUPOBAHHBIX)
BO3MOXHOCTE B  NPUKIAJAHOM  IPOrpaMMHOM  OOECHEUeHUH,  HUCIOIb3yeMOM B
MH(OPMaLIMOHHON CHCTEME.

erosm 3-ro THIa AKTYyaJIbHBI JJIA I/IHCbOpMaHI/IOHHOI\/'I CUCTEMBI, €CJIIN OJId HEC aKTYyaJIbHbI
yIrpo3bl, HE CBS3aHHBIE C HAJIMYUEM HEJIOKYMEHTHPOBAHHBIX (HEAEKIapUPOBAHHBIX)
BO3MOKHOCTEH B CHCTEMHOM H IMPpUKJIAAHOM IPOrpaMMHOM 06GCHequHH, HCIIOJIB3YEMOM B
UH(POPMALIMOHHOM CUCTEME.

Ha ocHOBaHMM 3THX JOKYMEHTOB ONpeAessieTcs HEOOXOAWMBIA ypOBEHBb 3aIUIIEHHOCTH
[11a xaxmoit UCIIdn Yupexnenus. Ha ocHOBaHMM aHalM3a aKTyaJbHBIX YIpo3 0€30MacHOCTH
I111, onncanHoro B YacTHOM MoJienu akTyalabHBIX yrpo3 U BepostHoro Hapymurens UCII/Ix n
Oryera O pe3ylpTarax TMpPOBEACHUS BHYTPEHHEW IPOBEpPKE, JENAeTCs 3aKIIOYEHHE O
HEOOXO/IMMOCTH HCIOJB30BAHUS TEXHUUECKUX CPEACTB M OPraHU3allMOHHBIX MEPONPUATHI JUIs
obOecneuenus Oe3zomacHoctu [1/lH. BpiOpanHble HEOOXOIUMBIE MEPONPHUSATHS OTpPAXKArOTCS B
[Inane MeponpusATHl IO 3aIUTE IEPCOHAIBHBIX TaHHBIX.

Jost kaxoit UCII{a gomxeH ObITh COCTaBJICH CITUCOK MUCIOJIB3YEMBIX TEXHUYECKUX CPEICTB
3alUTHI, @ TaK K€ MPOrpaMMHOI0 oOecreyeHus, ydactBytomiero B oopadorke I1/IH, Ha Bcex
snementax UCII/IH:
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- APM nosnp3oBarenei;
- CepBepa MpUIIOKEHUIA;
- CYBJ;

- I'panuna JIBC;

- Kananop nepenauu B ceT OOIIEro MoJjib30BaHUS M (MIIM) MEXKIYHAPOIHOTO OOMEHA, €ClIU M0
HuM nepenarorcs [1JIH.

B 3aBucumoctu ot ypoBHs 3amuineHHoctd MCIIIH u aktyansHbix yrpo3, C3IIJn moxer
BKJIIOUYATh CJIEYIOIINE TEXHUYECKUE CPEACTBA:

- aHTUBHPYCHBIC CPEJICTBA JUIsl pabOYMX CTAHIMI MMOJb30BATENICH U CEPBEPOB;
- CpelICTBa MEKCETEBOTO SKPAHUPOBAHMS;

- CpencTBa KpUnTorpauyeckon 3auThl HHGOPMAIUH, TIPH Tiepeaade 3aIuiaeMoi ul- - gop-
Maluy MO0 KaHaJlaM CBSI3H.

Tax e B CIIHCOK JTOJDKHBI OBITh BKITFOYCHBI (DYHKIIUU 3aIIUTHI, 00CCIICYNBAEMbBIC I TATHBIMU
cpeactBamu  obpabotku [/l onepaunmonnsiMu cuctemamu (OC), mnpukiaaaeiM 10 u
CIIELUATLHBIMU KOMIUIEKCAMHU, PEAIU3YIOIIMMHU CpeacTBa 3amuThl. CIUCOK (DYHKIMHI 3aIIUThI
MOJKET BKIIIOYATh:

YIPaBJICHHUE U PasTPAaHUYCHHE JOCTYIIA IOIb30BATEICH;
PETUCTPALIMIO M YUET ACUCTBHH ¢ HH(pOpMaIeii;

- o0ecneYnBaTh LUEJIOCTHOCTh JaHHBIX;

- IPOM3BOAUTH OOHAPYKEHUI BTOPKEHUI.

CHOucoK HCHONb3yeMBbIX TEXHUYECKHX CpEACTB oOTpaxaercs B llmane meponpusatuii mo
3alUTE MEPCOHAIBHBIX JNaHHBIX. CIUCOK UCIOJIb3YEMBIX CPENICTB JIOJDKEH MOJAIECPKUBATHCS B
aKTyaJdlbHOM COCTOSHMM. IIpu H3MeHEeHMHM cocTaBa TEXHUYECKUX CpPEJICTB 3allUThl WU
anemeHToB WCIIJIH, cooTBeTcTBYyIOIIME HM3MEHEHMsI JOKHBI ObITh BHECEHbI B CHHUCOK U

YTBEPXKJIEHBI AUPEKTOPOM YUPEKICHUS WUJIM JIMIIOM, OTBETCTBEHHBIM 3a 0O€CleueHUe 3allUThI
I1]1H.
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4 TpedoBanus k nogcucremam C3I1n

C3I1/Ix BKIrOYaeT B ceOsl CICTYIONIUE TIOICHCTEMBI:

- YIIpaBJICHUA JOCTYIIOM, pETUCTpALlMU U YUCTaA,

- O6CCHC‘IGHI/I$I HEJIOCTHOCTHU U JOCTYITHOCTH,

- aHTUBUPYCHOM 3alLIUTBI;

- MEJKCETEBOTO DKPAHUPOBAHUS;

- QaHAIM3a 3alUIIEHHOCTY;

- OOHapyKEeHHUS BTOPKCHUH;

- KpunTorpaduIecKon 3aIuThI.

[oncucremer C3I1JH mmeroT pasnuusblii QyHKIMOHAN B 3aBucUMocTH OT kiacca WCIIH,
onpezaeneHHOro B Akre kiaccupukanuu UHGOPMAIIMOHHBIX CHCTEM MEPCOHANBHBIX JIaHHBIX.
Cnucok coorBerctBust Ppynkiuii nmoacucrem C3IIIH kiaccy 3amIMIEHHOCTH MPEICTaBIEH B
[Tpunoxenun Ne 1.

4. 1 HO}ICI/ICTeMBI yYHpaBJjeHusl 10CTYIIOM, PErUCTPpallui U yueTa

[Toacuctema ynpaBiaeHHUs TOCTYIIOM, PETUCTPAIIMN U y4YeTa MpeJHa3HaueHa ISl peain3aliun
CIENYIOIMUX (YHKITHIH:

- naeHTH(UKANH ¥ TIPOBEpPKa MOUTMHHOCTH CyOBeKTOB AocTyma pu Bxoae B MCII/IH;

- UACHTU(UKAIUKA TCPMHUHAJIOB, y3JIOB CETH, KAHAJIOB CBSI3HM, BHEIIHUX YCTPOMCTB IO JIOrHYe-
CKHUM UMEHaM;

- uAeHTU(UKALIMK TPOrPaMM, TOMOB, KaTaJIOroB, (DaijIoB, 3aMUCei, MoJIcH 3anuceii 10 UMEHaM;

- peructpanuu Bxoja (BbIX0/1a) CyOBEKTOB JJOCTYIA B CUCTEMY (M3 CHCTEMBI), TUOO perucTparms
3arpy3KH U MHULHAAJIU3AIHH OTIEPAI[HOHHON CUCTEMBI U €€ OCTaHOBA.

- PErHCTpalyy TOMBITOK JOCTYIa NPOrPaMMHBIX CPEICTB (IpOrpaMM, IPOIECCOB, 3a1ad, 3aja-
HUIT) K 3aI0UIIaeMbIM (aiinam;

- PEerUCTpaIiy TOIBITOK JIOCTYIa MPOTPAMMHBIX CPEACTB K TePMHUHAJIAM, KaHAJIaM CBSI3H, - TIPO-
rpaMmam, ToOMaM, kKatajgoram, daiaam, 3aIucsM, TOJISIM 3aITHCEH.

[Toncucrema ympaBieHHsI JOCTYIIOM MOXET OBbITh peaju30BaHa C MOMOIIbIO IITATHBIX
cpenctB obpabotku [1/]x (onepammonubix cuctem, npunoxeHuit 1 CYB/]). Tak jxe MoxeT ObITH
BHEJIPEHO CHELUAIbHOE TEXHUYECKOE CpEACTBO WM HUX KOMIUIEKC, OCYLIECTBIISIONINE
JIOTIOJTHUTEIIbHBIE MEPBl M0 ayTeHTHU(HUKAIMU U KOHTpoito. Hampumep, mpuMeHEHHE €IHHBIX
XpaHWIMIL  y4YeTHBIX 3amuceil  monb3oBaTenell M perucTpalMoHHOM  HHGpOpManuu,
UCIIOJIb30BaHUE OMOMETPUYECKHX M TEXHHUYECKUX (C MOMOIIBIO AJIEKTPOHHBIX MPOIMYCKOB) MEp
ayTeHTU(UKALUK U APYTUX.

42 IToacucrema o0ecneyeHust HEJOCTHOCTU U JOCTYITHOCTH

[Toncucrema obecrieyeHHsl LETOCTHOCTH M JOCTYIMHOCTH NpeJHa3HaueHa A oOecreueHHs
enocTHOCTH U noctynHocty [1/1H, mporpamMmubix u anmapatHbix cpenctB MCIT[IH Yupexne-
HUS, @ TaK XK€ CPEJICTB 3AILUTHI, PH CIYYalHOM WM HAMEPECHHON MOAN(DUKALIUY.
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[Toncucrema peamusyeTcss ¢ INOMOINBIO  OPTaHU3ALMKM  PE3EPBHOTO  KOIMPOBAHUSA
o0pabaTbIBaeMbIX JaHHBIX, a TaK JK€ pe3epBUPOBaHUEM KitoueBbIX 31emMeHToB UCIT/(H.

4.3 MoxcucremMa aHTHBHPYCHOI 3AIIHTHI

[loncucTtemMa aHTUBHPYCHOM 3aIllMTHl TNpeAHAa3HAueHa sl oOecreueHuss aHTHUBUPYCHOMU
3amuThl cepBepoB u APM nonws3oBateneit UCIIx YupexaeHus.

CpencTBa aHTUBUPYCHOM 3alIUTHI MPEAHA3HAYEHBI JIJIS1 Peasi3allui CIeAYIOMUX (yHKITAN:
- PE3UICHTHBINA AHTHBUPYCHBIN MOHUTOPHHT;
- aHTUBUPYCHOE CKAaHUPOBAHHUE;
- CKpHIT-0JIOKHPOBAHUE;

- LEHTPAJIM30BAHHYIO/YAAJICHHYI0 YCTaHOBKY/ICHHCTAJULLMIO aHTUBHUPYCHOIO IPOAYKTa,
HACTPOHKY, aIMUHUCTPUPOBAHUE, IPOCMOTP OTYETOB M CTAaTHCTHUECKON MH(OpManuu 1o padore
NPOIYKTa;

- aBTOMAaTH3UPOBAHHOE OOHOBJICHHE AHTUBUPYCHBIX 0a3;

- OrpaHMYEHHUE MPaB MOJIb30BATENSI HA OCTAHOBKY HCIOJIHAEMBIX 337a4 U U3MEHEHUS - HACTPOEK
AHTHBUPYCHOTO IIPOrPaAaMMHOTO 00eCTICUeHUS;

- aBTOMAaTHYECKHH 3aIyCK Cpa3y I0CIIe 3arpy3KH ONEPAIlMOHHON CUCTEMBI.

[Toncucrema peanusyercs yTeM BHEIPEHUS CIICIUAIBHOTO aHTUBHUPYCHOTO MPOrPAMMHOIO
obecnieuenust Ha Bce aneMenTsl UCII/IH.

44 IMoacucrema MesKCeTEBOI0 IKPaAaHUPOBAHUA

IToncucreMa MEXCETEBOIO DKPaHMPOBAHMA IpeIHA3HA4YeHa Ul pealM3allii CIEAYIOIIUX
GyHKLHMI:

- punbTpanuu OTKpBITOrO W 3ammdpoBaHHOro (3akpeitoro) IP-rpaduka mo cnemyromum mnapa-
MeTpam;

- (ukcanmy BO BHYTPEHHMX JKypHAJIaX MHPOPMAIUH O MPOXOISIIEM OTKPBITOM H 3aKpBITOM [P-
Tpaduke;

- I/I,Z[CHTI/I(l)I/IKaLII/II/I nu aYTeHTI/Iq)I/IKaLII/IIO AJIMUHUCTPATOPA MCIKCETCBOI'O SKpaHa IIPH €ro - JIOKAJIb-
HBIX 3alpocax Ha JOCTYII;

- perucrpanuu Bxoaa (BLIXO,[[a) AIMUHUCTPATOpPA MECKCETCBOI'O 3KpaHa B CUCTEMY (I/I3 CI/ICTGMBI)
6o 3arpys3Ky 1 UHULUAJIU3aluu CUCTCMBI U €€ IPOTrPpaMMHOI'0 OCTAHOBA,

- KOHTPOJIA HEJIOCTHOCTH cBOCH HpOFpaMMHOﬁ nu HH(i)OpMaHHOHHOfI HacCTHu,

- (GWIBTpAIK TTAKETOB CITY>)KEOHBIX MPOTOKOJIOB, CITYXKAIUX JJIsl JHATHOCTUKU WU YIPABICHUS
paboTOii CEeTEeBBIX YCTPOUCTB;

- (GUIBTpAIMH C YIETOM BXOJHOTO M BBIXOJHOTO CETEBOTo MHTep(delica Kak cpelcTBO MPOBEPKU
ITOJJIMHHOCTH CETEBBIX AJIPECOB;

- pEruCTpanuy 1 y4deTa 3alpaliiBa€MbIX CEPBUCOB IPUKIIAIHOI'O YPOBHA;

- OJIOKUPOBaHMUS JOCTYIA HEUJICHTH(DUITUPOBAHHOTO 00BHEKTA WITH CyObEKTa, TOAIMHHOCTh KOTO-
poro mpu ayTeHTU(UKAIIMH HE TTOJITBEPINIACh, METOAaMHU, YCTOWIMBBIMHU K TIEPEXBATY;

- KOHTPOJIS 33 CETCBOW aKTUBHOCTHIO MPIIOKEHUHN 1 00HAPYKCHHUS CETEBBIX aTak.
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[Toncucrema peanusyercs BHEIPECHUEM IIPOTrPAMMHO-ANIAPATHBIX KOMIUIEKCOB MEXCETEBOIO
sKpaHupoBaHus Ha rpanule JICB, ki1accom He Huxe 4.

45 IMoacucTema aHa/IM3a 3aIMIIIEHHOCTH

[Toncucrema aHanmu3a 3alUILEHHOCTH, JOJDKHA OOECIeYMBATH BBISBICHUS YSI3BUMOCTEH,
cBsizaHHBIX ¢ ommOkamu B kKoH(purypauuu [1O UCIIAH, koTOphIe MOTYT OBITH MCIIOJIB30BaHbI
HapyIIUTEIIEM JUIsSl pealu3alii aTaku Ha CUCTEMY.

@YHKIMOHAN MOACUCTEMBl MOXKET OBITH pPEaJIU30BaH MPOrPaMMHBIMU U MPOrPaMMHO-
anmnapaTHbIMU CPEACTBAMH.

4.6 Moxcucrema 00HApYy:KeHNs BTOPKeHUH

[Toacucrema oOHapy>KeHUSI BTOPKEHUH, JOJIKHA 00€CTIeYnBaTh BBISIBICHHE CETEBBIX aTak Ha
anemenTsl UCII/IH, moakitoueHHbIE K CETSIM OOIIEro MOJb30BaHUS U (MIIU) MEXIYHAPOIHOTO
oOmeHa.

(DYHKIII/IOH&JI HOACHUCTEMBI MOXET OBITE p€ain3oBaH IPOrpaMMHBIMU H MIPOTrpaMMHO-
alrapaTHbIMU CPCACTBAMU.

4.7 Moacuerema KpUNTOrpaduuecKoii 3aMHTHI

[Toacucrema KpunTorpapuyeckoi 3amuThl NpeaHasHavyeHa it uckmodeHuss HCJI[ k
samuniaemoi nadopmanuu B UCIT{a Yupexaenus, npu ee rnepenadu o KaHaiaaMm CBSI3H ceTel
0011ero moab30BaHus U (WIH) MEXIYHAPOIHOTO OOMEHA.

IToacucrema pealn3yeTCd BHCAPCHHUCEM KpI/IHTOI‘pa(bI/I‘leCKI/IX IIpOrpaMMHO-aIIIapaTHbIX
KOMIIJICKCOB.
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5 IoabsoBarenn nuCnaun

B UCIIJu VYupexaeHus MOXKHO BBIICIUTh CJIEAYIOIIME TPYHIbl 0JIb30BATEIICH,
y4acTBYIOUIMX B 00paboTke u Xxpanenuu [1/[n:

- Amvuanctpatopa UCIT/1H;

- AnvuancTpaTopa 6e3onacaocta UCII/IH;

- Onepatopa APM;

- AIMUHHCTpaTOpa CETH;

- TexHUYeCcKOTO CHEeINaIiucTa Mo 00CITyKUBAHHIO TepUQepuitHOTO0 000pyI0OBaHUS;
- [IporpammucTt-pazpadorunk UCII11H.

JlaHHbple O rpynmax MHoJb30BaTENIX, YPOBHE MX JOCTyNa U MH(GOPMHUPOBAHHOCTU JIOJIKEH
ObITh OTpakeH B [1osiokeHnH 0 pa3rpaHUYeHUH IIpaB I0CTYIA K IEPCOHAIBHBIM JaHHbBIM.

5.1 Aamunucrparop UCIIn

Anmunuctpatop WCII/[IH, coTpyaHuK VYupexaeHus, OTBETCTBEHHBIH 3a HACTpPOMKY,
BHespenue U conpoBoxiaeHue MCIIIH, obGecrieunBaeT (QyHKIMOHUPOBAHHE IOJCHCTEMBI
ynpasineHuss jgocrynom MWCIIJlH ¥  yHOJHOMOYEH OCYIIECTBISATh MPEAOCTaBICHHE U
pasrpaHMYeHHE JOCTyIa KOHeUHoro nonb3oBatens (Oneparopa APM) k anemMeHTaM, XpaHsaLum
IIEPCOHAIIBHBIE JTAHHBIE.

Anmvunnctparop UCIIIx obnagaeT cieayronmM ypoBHEM JOCTYIIA U 3HAHUM:

- 06J'I8.,HaeT IIOJTHOU HH(I)OpMaLIHefI O CUCTEMHOM U MPHUKIIAAHOM HNPOrpaMMHOM 06€CHC‘ICHI/IH
WCTITx;

- o0agaet nonHOM MH(popMaIMel 0 TEXHUIECKUX cpeacTBax u koHpurypaumu UCITH;
MMeEET JI0CTYI KO BCEM TEXHHYECKUM cpelcTBaM 00paboTku nHpopmarmu u nauaeiM UCIT/IH;

- o0Oyajgaer mpaBaMu KOH(DUIYPUPOBaHHS M aJIMUHUCTPATHMBHONH HACTPOMKH TEXHHUUECKHUX
cpeacts UCIIH.

5.2 Aamunucrparop 6e3onacioctu UCIIIun

Anmunuctpatop 6e3omacHoctu MCII[H, coTpynHuk VYupexaeHHs, OTBETCTBEHHBIH 3a
¢ynkunonuposanue C3I1/IH, Bkmrouas oOCIy)XHMBaHHE M HACTPONKY aIMHUHHCTPATHBHOM,
CEpPBEPHON U KJIMEHTCKON KOMIIOHEHT.

Anmunuctpatop 6e3omnacuoctu UCII/IH ob6namaer cieayromuM ypoBHEM IOCTYIIA U 3HAHUI:
- o0nanmaer npaBamu Anmuauctpatopa UCI/IH;
- obmagaet nonHoi uudopmanmen 06 UCIAH;

- UMEeT JOCTYI K CPEJICTBaM 3allUThl HHPOPMAIMH U IIPOTOKOIUPOBAHUS U K YACTH KIIOYECBBIX
anementoB MCII/IH;

- HC UMCCT IIpaB AOCTYyIa K KOH(I)I/II‘ypI/IpOBaHI/IIO TCXHUYCCKUX CPCACTB CCTHU 3a MCKIIFOUCHUCM
KOHTPOJIbHBIX (I/IHCHCKI_II/IOHHI:IX).

Anmvunnctparop 6e3onacuHoctu UCIIJIH yrmoiHOMOYEH:
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- peaNu30BEIBaTh MOJUTHUKY Oe3omacHOCTH B yacTh HacTporiku CK3M, MeXCeTeBBIX SKPAaHOB H
CUCTEM OOHapYy)KEHUS aTak, B COOTBETCTBUU C KOTOPBIMU MoJb30BaTelb (Onepatop APM) momy-
gaeT BO3MOXKHOCTE paboTath ¢ anementamu UCII/IH;

- OCYILICCTBJIATH ayAUT CPCACTB 3alIUThI;

- YCTaHABIMBATH JIOBEPUTEIbHBIC OTHOIICHUS CBOCH 3aIlUILEHHOMN ceTu ¢ ceTsamu apyrux Opra-
HU3AIUN.

5.3 Onepatop APM

Omneparop APM, cotpyaHuk YupexIeHus, ocymecTBistonmi oopadorky [1/Jn. O6padboTka
[IIn BrIrO4aeT: BO3MOXKHOCTH mnpocMotrpa II/In, pyunoit BBOom II/IlH B cucremy WCII/H,
¢dopmHpoBaHUE CIIPaBOK M OTYETOB 1O MH(popmaruu, noiaydennoi uz MCIIn. Omneparop He
UMeEeT MOJTHOMOYUHN AJIs yIIpaBieHus rnojacucreMaMu oopadotku aanubix u C3I1/1H.

Omneparop UCII/Ix o0nanaeT cieayomuM ypoBHEM IOCTYIIA U 3HAHUIA:

- obnamaer BceMH HEOOXOMUMBIMH aTpUOyTaMu (HampuMmep, MaposieM), 00ecTieUnBaIONINMU JI0-
CTyN K HEKOTOPOMY NMOAMHOXeCTBY I1/IH;

- pacnoJsaract KOH(I)I/IILGHHI/I&HLHBIMI/I JaHHBIMH, K KOTOPBIM UMECT NJOCTYII.

5.4 Aamunucrparop cern

AJIMUHHCTpPATOP CETH, COTPYIHHUK YUPEKICHHUS, OTBETCTBEHHBIH 3a (DYHKIIMOHHPOBAHUE
TeJIEKOMMYHUKAIMOHHON nojcucteMsl MCIIJIH. AnMuHHCTpaTop ceTH HE MMEET MOJTHOMOYUI
JUISL yIIpaBIICHHsI TOICUCTEMaMH 00pabOTKH TaHHBIX U 0€301acHOCTH.

AJMUHUCTpPATOp CETH 00JaAAET CIEAYIOIIUM YPOBHEM JOCTYIIa U 3HAHUM!

- o6naﬂaeT Y4aCTbHO I/IH(I)OpMaLII/II/I O CUCTCMHOM U HpI/IKJ'Ia,Z[HOM HpOl”paMMHOM 06GCH6‘IGHI/II/I I/IC—
[ /1H;

- o0agaet 4acThio HHPOPMALIMK O TEXHUUECKUX cpencTBax u kKoHpurypamuu UCIIH;

uMeeT (U3MYECKUH IOCTYIl K TEXHHYECKUM cpeicTBaM 00paboTKu MH(POpMALUU U CPEICTBaM
3aLIUTHI;

- 3HACT, 110 MCHBIIICH MEpEC, OAHO JICTAJIbHOC UM JOCTYyIIA.

5.5 Texumueckuii cenuaIncT MO 0GC/TY:KHBAHUIO ePHPEPHITHOTO 060PYA0BAHHS

TexHUYeCKUH CHEeNUaInuCT MO OOCTYy)KHBAHUIO, COTPYIHUK YUPEKIECHUs, OCYIIECCTBISCT
oOcimyxuBaHHEe U HacTpoiiky mnepudepuitnoro o6opynoBanus HWCII[H. Texunueckuii
CIIEIUATIUCT M0 OOCTy)XHBaHWIO HE uMeeT jaoctyna kK [I/lH, He WMeeT MOTHOMOUWNA ISt
yIIpaBJIEHUS MOACUCTEMAaMU 00paOOTKU JaHHBIX M O€30MaCHOCTH.

TexHUYEeCKUH CrenraIiucT Mo OOCTy)KUBaHUIO 00JalaeT CIEAYIOIMM YPOBHEM JOCTyMa U
3HAHWI:

- 00naaeT yacTbio HHGOPMAIIMU O CHCTEMHOM W MIPUKIIATHOM TporpaMMHOM obecrieueHnn MC-
I 1n;

- o0JiajiaeT 4acThio MHPOPMAIMH O TEXHHUYECKHX cpeicTBax u kKoHduryparmun UCTIH;

3HacCT, 110 MCHBIIICH MEpPEC, OJHO JICTAJIbHOC UM JOCTYIIA.
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5.6 Mporpammucr-pazpadorunk UCI I

IIporpaMMHCTHI-pa3pabOTUYMKX (TTOCTABIIMKH) IMPUKIATHOTO MPOrPaMMHOT0 oOecTiedeHns, obecre-
YHBAOIIME €0 COMPOBOXKJICHUE HA 3aluIiiaeMoM o0bekTe. K JaHHOW TpyIe MOTYT OTHOCHTHCS Kak
COTPYTHUKHU YUPEKICHHS, TAK ¥ COTPYIHUKUA CTOPOHHUX OPTaHU3AIINH.

DuU3HYECKOE JIUIIO0 ITOW KaTEropuH:
- oOmamaeT nHGOpMaNKeH 06 anropuTMax 1 mporpamMmax 0opadotku wadGopmarmu Ha MCIIH;

- o0jasaeT BO3MOXKHOCTSIMH BHECCHMS OINMOOK, HEACKIAPUPOBAHHBIX BO3MOXHOCTEH, MpO-
TPaMMHBIX 3aKJIaJIOK, BPEJOHOCHBIX IporpamMM B nporpammuoe odecriedenue MCII/Ix Ha cragmm
ee pa3paboTKu, BHEAPEHUS M CONIPOBOKIACHHUS;

- MOXKET pacrnojarath Jro0biMu (pparmentamu uHpopMmanuu o tomonorun UCIIAn u Texaude-
CKHX cpencTBax o0paboTku u 3amuThl [1/1H, oOpadaTeiBaembix B MCII/H.
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6 TpeGoBanus K mepconaty mo odecredennio 3amutobr I1IH

Bce corpyanuku Yupexnaenus, siiagrouiyecs: nojb3oBarensmu WMCIIIH, T0mKHBI 4eTKo
3HaTh W CTPOTO BBINNOJHATH YCTAHOBJICHHBIC TMpaBWia M OOA3aHHOCTH IO JOCTYNYy K
3aIIUIIAEMbIM 00BEKTaM M COOJTFOJICHUIO TPUHATOTO peskuma 6e3omacHoct [1/1H.

[Ipy BCTyIUIGHMM B JOJDKHOCTH HOBOTO COTPYAHHMKA HEMOCPEACTBEHHBIN HavYabHUK
nojpa3/iefiecHus, B KOTOPOE OH IIOCTYIaeT, O0s3aH OpPraHu30BaTh €ro O3HAKOMJICHHE C
JOJDKHOCTHOM ~ MHCTPYKIMEH ¥ HEOOXOAMMBIMU  JIOKYMEHTaMH, PETrJIaMEHTHUPYIOITUMHU
TpeboBanusi mo 3ammre IIJ[H, a Takke oOydyeHHWE HABBIKAM BBITIOJHEHUS MPOIEIYP,
HEOOXOAMMBIX IS CAHKITMOHUPOBAHHOTO Hcmob3oBanus UCIIJIH.

CoTpyIHHK JTOJKEH OBITh O3HAKOMIICH CO CBEICHHSIMHU HacTosIed [loMMTHUKH, TPUHSTHIX
npouenyp padotsi ¢ anementamu UCITIun u C3I1/]H.

CoTpynHUKH YUpexIeHUs, HCIOJIb3YIOIUe TEXHUUECKUE CpeiCcTBAa ayTeHTU(UKALUY,
JOJDKHBI  00ECTIeYMBATh COXPAHHOCTh HWACHTH(PHUKATOPOB (RJIEKTPOHHBIX KIIIOYEH) W HE
nonyckate HCJ[ x HuUM, a Tak k€ BO3MOXHOCTb MX YTEpU WJIH HCIOJb30BAHUSA TPETHBUMHU
muuamu.  [lons3oBarenm  HECyT  NEPCOHAIBHYK)  OTBETCTBEHHOCTh 334  COXPAaHHOCTH
UIEHTU(PHUKATOPOB.

CoTpynHUKH YUpexxIeHHs JODKHBI CII€0BaTh YCTAHOBJIEHHBIM MpOLEAypaM HOAEepPKaHUsS
pexxuma 6e3onacuoctu [1/[H npu BbIOOpe M MCHOIB30BAHUM MApPOJIEH (€CTM HE HMCIOIB3YIOTCS
TEXHUYECKHUE CPEACTBA ayTeHTU(UKALIUN).

CoTtpyaHuku YupexaeHusl TOJKHBI 00ECreurBaTh HAAJEXKAIYI0 3alluTy 000pYAOBaHUS,
OCTaBJIsIeMOro 6e3 MPUCMOTpPa, OCOOCHHO B TeX CIyYasx, KOTJa B IMOMEIICHHE MMEIOT JOCTYII
MOCTOpPOHHHUE NuIa. Bece monb3oBaTeny MOJKHBI 3HATh TpeboBaHus 1o OezomacHoctu [1JH u
MPOIIEYPHI 3aITUTHI 000PYI0BAHNUS, OCTABICHHOTO 0€3 MPUCMOTpPA, a TAKKE CBOM 00SI3aHHOCTH
1o 00ECTIEYCHHIO TAKOU 3aIUTHI.

CoTpynHHKaM 3ampeniaeTcsi yCTaHAaBIMBaTh MOCTOPOHHEE NPOTPaMMHOE oOOecriedeHue,
MOJIKIIIOYATh JTUYHBIE MOOHMIIbHBIE YCTPOMCTBA M HOCUTENH MH(GOPMAIIUH, a TaK )K€ 3alUChIBATh
Ha HUX 3alIUIIaeMyI0 HHPOPMAIIHIO.

CoTpyaHUKaM 3ampelaercs pasriiaimaTh 3alluIlaeMylo MHQOpMaIluio, KoTopas craja UM
U3BeCTHA IpH paboTe ¢ NHHOPMALIMOHHBIMU CUCTEMaMHU Y UPEXKACHUSI, TPETHUM JIUIIaM.

ITpu pabote ¢ I1/In B UCII[IH coTpynHuku YupexaeHus o0si3aHbl 00eCTIeYuTh OTCYTCTBUE
BO3MOXKHOCTH npocMmoTpa IT/IH TpeTbumu nmunamu ¢ MOHUTOpoB APM ninm TepMuHanos.

[Tpu 3aBepiienuu padotsl ¢ UCII/IH coTpyanuku o0s3aHbl 3aMTUTs APM M TepMuHabI
C TOMOIIBIO OJIOKMPOBKM KJIIOYOM HJIM SKBUBAJIEHTHOIO CpEACTBA KOHTPOJS, HaIlpHUMeEp,
JIOCTYIIOM TIO MApPOJII0, €CIIU HE UCTIONB3YIOTCS 00Jiee CHIIbHBIE CPECTBA 3aIUTHI.

CoTpynHUKH YUpeKACHUs JOJKHBI ObITh MPOMH(OPMUPOBAaHBI 00 Yrpo3ax HapylIEeHUs
pexuma Oe3omacHocTH [IJIH M oTBeTcTBEHHOCTHM 3a ero HapymeHue. OHU JOKHBI OBITH
O3HAKOMJIEHBI C YTBEPXKACHHOW (QOpMaIbHON NpOLEeaypOl HAIOXKEHUS AUCUUIUIMHAPHBIX
B3bICKAaHUU HA COTPYAHHUKOB, KOTOpble Hapyuiu [lonutuky nHbopMamoHHoi 6€3011acHOCTH U
nporenyps! 6e3onacoctu [1/1H.

CotpynHuku o00s3aHBI  0€3 MPOMEJICHHs Coo0marh 000 BCeX HAOMIOJAEMBIX WIIH
noa03pUTeNbHBIX ciydasx padotsl UCII/IH, Morymux moBieys 3a cob0il yrpo3sl 0€30macHOCTH
[1/Tn, a Takke O BBISBICHHBIX HWMH COOBITHSX, 3aTparuBarommx Oe3omacHocTh [1/]H,
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PYKOBOJICTBY IOJIPA3/ICIICHUS U JIUILY, OTBEUAIOIIEMY 32 HEMEUICHHOE PearupoBaHNe Ha yrPO3bI
6e3onacuoctu [1]1H.
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14 JoaxHocTHBIE 00s13aHHOCTH NoJb3oBaTeneid UCIIn
JomkHocTHBIE 00s13aHHOCTH TToNTb3oBateseit CIIJIH onrcaHbl B CIIETYyIONIUX TOKYMEHTAX:
- Unctpyxnus anmunuctpatopa UCI/IH;
- UucTpyxkius anmuauctpatopa 6ezonacuaocta MCI/IH;
- Uncrpyxkmus nonp3osarens MCIIH.
OtBerctBeHHOCTH coTpynHUKOB MCII/IH YupexneHus.

B cootBerctBuU co cT. 24 DenepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27 uroist 2006
r. No 152-03 «O nepcoHanbHBIX JaHHBIX)» JINIA, BAHOBHBIE B HAPYIICHUN TPEOOBAHUI JAaHHOTO
denepanbHOrO  3aKOHA,  HECYT  IPaXJAHCKYI,  YrOJOBHYIO,  aJAMHUHUCTPATHBHYIO,
JUCLHUIIJIMHAPDHYIO M HMHYIO NPEIyCMOTPEHHYIO 3akoHoaaresnbcTBOM Poccuiickoit denepanuun
OTBETCTBEHHOCTb.

JeiictBytomiee  3akoHonaTesnbcTBO P mo3Bosisier  npeabsABIATH  TpeOOBaHUS 1O
obecrieyeHnto Oe3zomacHOM paboThl ¢ 3amMiaeMoil MHQpoOpManueil M mpeaycMarpuBaeT
OTBCTCTBCHHOCTb 3a HAPYUWICHHUC YCTAHOBJICHHBLIX IIPAaBUJI JSKCILIyaTallun O9BM wu CHUCTEM,
HENpaBOMEPHBIM J1ocTyn K HMH(QOPMALUHM, €CIM 3TH JAEHCTBHS NPHUBEIU K YHHYTOXXEHHUIO,
OJIOKMPOBaHMIO, MOJU(PHUKAIINY UHPOPMALIMHU WU HapyIIeHHuto padbotsel DBM mim cereil (cTatbu
272,273 u 274 YK PO).

Anmunuctparop UCIIIn u agmunuctpaTtop 6e3omacuoctr CII/IH HecyT OTBETCTBEHHOCTD
3a BCE JCHCTBUSA, COBEPIICHHBIE OT MMEHM MX YYETHBIX 3alHMCEHd WM CUCTEMHBIX YYETHBIX
3amucei, ecliv He JI0Ka3aH ()akT HECAaHKIIMOHUPOBAHHOTO HUCIIOJIb30BAHUS YUETHBIX 3aMuceil.

IIpu HapymeHuAX coTpyAHMKamMu YupexacHus — noub3oBareneit HMCII/In mnpasuin,
CBA3aHHBIX C Oe3omacHocThio II/lH, OHHM HecyT OTBETCTBEHHOCTb, YCTaHOBJIEHHYIO
JIEUCTBYIOIUM 3aKOHOAATENbCTBOM Poccuiickoit denepanum.

[IpuBeneHHble Bbllle TPeOOBaHUS HOPMATUBHBIX JOKYMEHTOB IO 3alluTe HH(Opmanuu
JIOJDKHBI OBITH OTpa)keHbl B [0N0OKEHUSAX O MOJpa3/esieHus X YUpexIeHHsl, OCYIIEeCTBISIOIUX
o0pabotky I1/1n B UCII/IH 1 1OMKHOCTHBIX MHCTPYKIUAX COTPYIAHUKOB Yupexxnenuu.

Heobxonumo BHectu B IlonokeHust o monpasfeneHusix YUpeKIASHHs, OCYIIECTBISIOIINX
obpabotky I1/In B UCII/IH cBeneHuss 06 OTBETCTBEHHOCTH MX PYKOBOIMTEIEH U COTPYAHUKOB
3a pasrjalleHue W HECaHKUHOHUPOBAaHHYIO MoauuKanuioo (MCcKaxeHue, (aabCHUPUKALUIO)
II/IH, a Taxkke 3a HENPaBOMEPHOE BMELIATEIILCTBO B IPOLECCHI MX aBTOMATU3UPOBAHHOU
00paboTKH.
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8 CnucoK HCIoJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMAaTHBHO-TIPABOBBIMH W METOJIUYECKUMHU JIOKYMEHTaMH, Ha KOTOPBIX
0aszupyercst HacTosiee [lonoxeHue sBIsIFOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 r. Ne 152-®3 «O nepcoHalabHBIX JaHHBIX» (Hanee —
@3 «O nepcoHanbHBIX JaHHBIX»), YCTAHABIMBAIOILMN OCHOBHBIE NMPUHLUIBI U YCIOBHUS 00pa-
6otku I1/{H, mpaBa, 00s3aHHOCTH U OTBETCTBEHHOCTh YUYAaCTHUKOB OTHOILIECHH, CBS3aHHBIX C 00-
pabotkoii [1/1H.

2 Ilocranosnenue IlpaButensctBa Poccuiickoit @enepannu ot 1Hos16pst 2012 . Ne 1119 «O6
YTBEP)KJICHUH TPEOOBAaHUM K 3alllUTe MEPCOHAIBHBIX JaHHBIX NPH UX 00paboTke B MH(OpMAIH-
OHHBIX CHCTEMAaX MEePCOHAIBHBIX TaHHBIX).

3 «llonoxxenue 06 0COOEHHOCTAX 00PaOOTKH MEPCOHANBHBIX JAHHBIX, OCYIIECTBIISIEMON O€3
WCIIOJIB30BaHUs CPEACTB aBTOMATU3alMn», yTBepKaeHHoe [locranoBiennem [IpaBurenscrBa PO
ot 15.09.2008 r. Ne 687.

4 «TpeOoBaHHsS K MaTepHAIbHBIM HOCHUTEIISIM OMOMETPHUYECKUX IMEPCOHAIBHBIX JaHHBIX H
TEXHOJIOTUSIM XPaHEHMsI TaKUX JaHHBIX BHE MH(OPMAIMOHHBIX CHUCTEM IMEPCOHAIBHBIX JlaH-
HBIX», yTBepakaAeHHble [locTanoBnenuem [IpaBurenscrBa PD ot 06.07.2008 1. Ne 512.

5 HopmatuBHO-MeTotMueckue HoKyMeHThl denepanbHoi City:k0bl IO TEXHUUECKOMY U 3KC-
neptHoMy KoHTpodto Poccuiickoit @enepanuu (nanee - ®CTIK Poccun) no obecnieuenutro 0e3-
onacHoctH [1JIn npu ux o6padotke B UCII/IH:

6 PexomeHmanuu mo o0ecredyeHno 0€30aCHOCTH TIEPCOHATBHBIX JAHHBIX MTPH UX 00paboTKe
B MH(POPMALIMOHHBIX CHUCTEMaXx MEPCOHAJIbHBIX JaHHbIX, YTB. 3aM. nupekropa PCTOK Poccun
15.02.08 r.

7 OCHOBHBIE MEPONPHUATHUS MO OPraHU3aLUU U TEXHUYECKOMY OOECIeYeHHI0 0e30IacHOCTH
NIEPCOHATBHBIX JaHHBIX, 00pabaThIBaeMbIX B HH()OPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JIaH-
HbIX, yTB. 3aM. nupekropa @CTIOK Poccun 15.02.08 r. (CII)

8 bazoBas Mozens yrpo3 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX MpH WX 00paboTKe B WH-
(OopMalMOHHBIX CHCTEMAax IEpPCOHANBHBIX HaHHBIX, yTB. 3am. aupektopa PCTIK Poccum
15.02.08 r.

9 Metoauka onpezeneH s aKTyallbHbIX yIpo3 0€30MacHOCTH MEePCOHANBHBIX JAHHBIX IPU UX
0o0paboTke B HH(OPMALMOHHBIX CHUCTEMaX IEPCOHAIBHBIX [aHHBIX, YTB. 3aM. JIUPEKTOpa
OCTOIK Poccun 15.02.08 .
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Hpuiaoxenue 1

No [Tnan - mepeyeHb TEXHUYECKUX MEpONpusATHi 1o ooecnieuennu o6e3omacHoctu MCIT]] K3 K2 K1

| B noacucreme ynpapieHus 10CTYIIOM:
Peanu3oBaTh MICHTU(UKALUIO U TPOBEPKY MOMTUHHOCTH CYOBEKTOB JIOCTYIIA TIPH

1 BXxojie B onepauuoHnyto cuctemy MCII/IH no maposnto yciioBHO-IIOCTOSIHHOTO e~ + + +
CTBUSI, ITTAHOW HE MEHEE IIEeCTH OYKBEHHO-IIU(DPOBBIX CHMBOJIOB;
PeannzoBath uneHTH(GUKAINIO TEPMUHATIOB, TEXHHUECKUX cpeacTB oOpadotku [1/1H,

2 y310B UCIIJIH, KOMIIbIOTEPOB, KaHAIOB CBs3H, BHEIIHUX ycTpoiicTB MCII/IH no nx - + +
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);

3 PeanuzoBaTh uIeHTU(UKALIUIO POTPAMM, TOMOB, KaTaloros, (haiios, 3amucei, mo- i + +
JIei 3amuceit o UMeHaMm;

4 Peanun3oBaTh KOHTPOJB IOCTYIA CYOBEKTOB K 3aIIUIIAEMBIM PECYpPCaM B COOTBET- + +
CTBHH C MaTpULEH JOCTYyNa;
npu Haymunu noakoueHuss UCTIIH k ceTsiM 00111ero 1moia»30BaHusl TOJKHO TTpUMe- He nmxe 5-ro He nmxe 4-ro He ke 3-ro

5 HATHCSI MEXKCETEBOE SKPAHUPOBAHHUE. YPOBHSI 3aIlU- YPOBHSI 3alllH- YPOBHS 3alllH-

IIE€HHOCTHU HIEHHOCTHU HIEHHOCTHU

Jns obecnieuenust 6ezonacHoro MexcereBoro B3aumoseiictsus B UCIIIn ans pas- He mmwxke 5-ro | He Hmxke 4-ro | He Hioke 3-ro

6 HBIX KJIACCOB HEOOXOUMO HUCIOIB30BaTh MO YPOBHS YPOBHS YPOBHS

3aIUIIEHHOCTH | 3aMIIEHHOCTH | 3aIMIIEHHOCTH

CpeacTBo 3aluThl OT MPOrpaMMHO MaTeMaTuieckux Bozaeictauil (IIMB):
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PeanuzoBath naeHTH(UKALMIO U ayTeHTU(PUKALNIO CYOBbEKTOB 1OCTYIIAa IPU BXOJIE B
CPEICTBO 3allUThl OT IPOrpaMMHO MaTemMaTuueckux Bo3aencteuii (1IMB) u nepen
BBINOJIHEHUEM UMM JIFOOBIX ONepaluii M0 yIpaBiIeHUI0 QYHKIUSIMU CPEACTBA 3alllH-
To1 0T [IMB 1o mapo:ro (nim ¢ UCIoIb30BaHUEM HHOTO MEXaHU3Ma ayTeHTH(UKa-
IIUH) YCIIOBHO-IIOCTOSIHHOTO J€HCTBUS AJTMHON HE MEHEe 11eCTH OyKBEHHO-
U(PPOBBIX CUMBOJIOB;

OcCyIIecTBISATh KOHTPOJIb JIIOOBIX ACHCTBHI CyOBEKTOB IOCTYIIA IO YIIPABICHUIO
GyHKIMAMEU cpencTBa 3amuThl oT [IMB ToNbKO MOCIe MPOBECHHS €ro YCIeITHON
ayTeHTU(UKAIIVH;

[TpenycMoTpeTh MexaHU3MBbl OJIOKMpPOBaHMS IOCTyIa K cpeAcTBam 3aiuthl oT [IMB
IIPY BBINIOJIHEHUM YCTAHABJIMBAEMOTI'0 YHCIIa HEYAAUHBIX IIONBITOK BBOJIA MAPOJIS;

Heo0xoaumo npoBoauTh uaeHTUGUKaUo (HaiaoB, KaTajJoros, IPOrpaMMHBIX MO-
JIyJIeH, BHEIIHUX YCTPOMCTB, HCIIOJI3YEMBIX CPEACTB 3auThl oT [IMB;

B noacucreme perucTpan U yuera:

Ocy1ecTBISATh pEerucTpalmio BXoaa (BbIX01a) CyObEeKTa 10CTyla B CUCTEMY (U3 CH-
CTEMBI), TINOO PEruCTPALIUIO 3arPy3KH U HHUIMATIU3ALUN ONIEPAllMOHHON CHCTEMBI
€e MPOrpaMMHOT0 OCTaHOBA. Perucrpanus BbIxo/1a U3 CHCTEMBI HIT OCTaHOBA HE
IPOBOJIUTCS B MOMEHTHI anmnaparypHoro otkitouenuss UCII/IH. B mapamerpax peru-
CTpallii yKa3bIBalOTCS J1aTa U BpeMs BXo/1a (BbIX0/1a) CyObEKTa JOCTyNa B CHCTEMY
(M3 crCcTEeMBI) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBOIUTH yueT Bcex 3allUIIaeMbIX HOCUTENeH HHPOPMALIMU C TOMOILBIO UX JII000H
MapKUPOBKH U C 3aHECEHHEM YUETHBIX JaHHBIX B )KypHaI (YU4ETHYIO KapTOUKY);
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[TpoBOAUTH perucTpanmio BXoAa/BbIX01a CYObEKTOB JOCTYIA B CPEACTBO 3alIUTHI OT
IIMB, peructpanumio 3arpy3kd U HHUIHAINU3ALUU 3TOr0 CPEACTBA U €€ IPOrPAMMHO-
ro ocTaHoBa. B mapameTpax perucrpanuu yka3blBaeTcsi BpeMs U JaTa BX0/a/BbIX0/1a
CyOBeKTa IOCTYIa B CPEICTBO 3amuThl OT [IMB mimu 3arpy3ku/ocTaHoBa 3TOTO Cpeji-
CTBa, a TaKXKe UAeHTU(UKATOP CyOBEKTa AOCTYIa, MHUIIMHUPOBABIIETO TAHHBIE Jeii-
CTBUS;

[TpoBoauTH peructpaimio coObITUii MpoBepKku 1 oOHapyxenus [IMB. B mapamerpax
perucTpainmy yKa3blBalOTCs BpeMs M JaTa NpoBepkH winu oOHapysxenus [IMB, unen-
TUPUKATOP CyOBEKTa JOCTYIA, MHUIIMHPOBABIIETO JaHHBIE EHCTBUS, XapaKTep BbI-
HOJIHAEMbIX AEUCTBUI 110 MPOBEPKE, THUI 0OHAPY>KEHHOW BPETOHOCHOH MPOrpaMmbl
(BII), pesynpTaT neiicTBUi CpeacTBa 3alIUTHI 110 OJokupoBanuto [IMB;

[IpoBOIUTH perucTpannio COOBITHI MO BHEAPEHHUIO B CpeaCcTBO 3amuThl oT [IMB ma-
KEeTOB OOHOBJICHUH. B mapameTpax peructpanuu yKa3plBaroTCs BpeMs U JaTa 0OHOB-
JICHUS, HISHTH(PUKATOP CYOBEKTa TOCTYIa, HHUIIMMPOBABILIETO JAHHOE JICHCTBUC
BEpCHsl U KOHTPOJIbHAs cCyMMa MaKeTa OOHOBIICHHUS;

[TpoBOIUTH perucTpanuio coObITHI 3aycKa/3aBepiieHust paboThl MOAYJIEH cpecTBa
3amuTsl oT [IMB. B mapamerpax perucrpanuy yKa3blBarOTCs BPEMsI U J1aTa 3amyc-
Ka/3aBepIeHust paboTbl, HACHTU(UKATOP MOAYJIS, HIEHTH(PUKATOpP CyOBEKTa 10CTY-
1a, MHUIIMAPOBABIIETO JaHHOE JICHCTBUE, PE3yJIbTAT 3aIlyCKa/3aBepIieHus paboThl;

JIOJI’KHA TTPOBOJUTHCS perucTpalus COObITUI yIpaBiieHUs CyOBEKTOM JIOCTyIa
bynkuusamMu cpenctsa 3amuTsl oT IIMB. B napamerpax perucrpannu yka3blBaroTCs
BpEMsI U JlaTa COOBITHUS YIIpaBJIeHUs KaK0H (pyHKIMEH, UIEHTU(PUKATOP U CIIELIU-
bukanyst GyHKIMH, ©IEHTHPHUKATOp CyObEKTa J0CTYNa, MHUIIMUPOBABIIETO JaHHOE
JIEUCTBUE, PE3YIbTAT ICUCTBUS;

[TpoBOAUTH perucTpanuio COOBITUHN MOMBITOK JOCTYIA MPOrPaMMHBIX CPEJICTB K MO-
IyJsM cpeacTsa 3amuTsl oT [IMB nnu cnienmanbHbeIM oBymikaM. B mapamerpax pe-
TUCTpAIlMU YKa3bIBAIOTCS BPEMs U JaTa MOMbBITKU AOCTYIA, HASHTU()UKATOP MOAYIIS,
UCHTUPHUKATOP U crienupUKaIHs MOy s cpeacTBa 3amuTel oT [IMB (cnenuanbHOM

+ + +
+ + +
+ + +
+ + +
+ + +
+ + +
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JIOBYIIKH), PE3yJIbTAT MOMBITKU 1OCTYIIA;

[TpoBOIUTH perucTpanmio COOBITHI OoTKaTa aJisi cpeacTBa 3anmuThl oT [IMB. B mapa-
METpax PEerucTpaniy YKa3blBalOTCS BpEMs U J1aTa COOBITUS OTKATAa, CIICIU(UKALIHS
NeicTBUl OTKaTa, UIeHTUGUKATOp CyOBEKTa AOCTYIa, HHUIIMHUPOBABIIETO JaHHOE
JICCTBUE, PE3YIbTAT ICUCTBUS;

10

Oo6ecreunTh 3alIUTY AAHHBIX PErUCTpalvi OT UX YHUYTOXKCHHUA UIN MOI[I/I(l)I/IKaLII/II/I
HApYLIUTCIICEM;

11

PeanmuzoBaTh MexaHU3MEI COXpPAaHCHUA JaHHBIX PETUCTPALXH B ClIydac COKpaAIlCHUA
OTBCACHHBIX IIOJ HUX PECYPCOB;

12

PeanuzoBath MexaHH3MBbI IPOCMOTPA U aHANIU3A JAHHBIX PETUCTPAIMU U UX (PUITh-
TpaluH 0 33JaHHOMY HabOpy apaMeTpoB;

13

[TpoBoAMTH aBTOMATHUECKUI HENPEPHIBHBI MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
ABIATHCS NpUUMHON peanuzanuu [IMB (co3nanue, penaktupoBaHue, 3aUCh, KOMITH-
Js1Usl 00BEKTOB, KOTOPbIE MOTYT coaepxaTh BII).

14

PeanmsoBaTh MexaHn3M aBTOMAaTHYECKOI'O aHaJIu3a JaHHBIX PEruCTpanmu mo mraoJio-
HaM TUTIOBBIX TiposiBiieHuit [IMB ¢ aBToMaTH4eckuM UX OJOKHMPOBAHUEM U YBEIIOM-
JICHUEM aJIMHHUCTpaTopa 0e30MacHOCTH;

15

[TpoBOAMTH HECKOIBKO BUJIOB yueTa (AyOIHUPYIOIINX) C perucTpalnuen Bbliauu (pu-
ema) HocuTese nHpopmanuu;

16

Ocy1ecTBIATh pErUCTpalfIo BXoAa (BbIX0/1a) CYOBEKTOB JIOCTyIA B CUCTEMY (U3 CH-
CTEMBI), THOO perucTpanus 3arpy3ki 1 THULUAIU3ALUU ONEPAIUOHHON CHCTEMBI.
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17

OcCy1ecTBIATh PETUCTPALIMIO BbIJAUM MTeYaTHBIX (Tpaduiyecknx) JOKYMEHTOB Ha
«TBEpAYI0» KONHUI0. B mapaMerpax perucTpaiuu yKa3plBarOTCs (JaTa U BpeMsl BbIJla-
4yl (0OpalieHus K MoAcucTeMe BbIBOA), Crielu(UKalMs yCTPOMCTBA BbIAAYN — JIOTHU-
YecKoe UMs (HOMep) BHEIIIHET0 YCTPOMUCTBA, KPAaTKOE CojiepkaHne (HaMMEHOBAHHE,
BUJI, (P, KOJI) ¥ YPOBEHb KOH(DHICHIIMAIBHOCTH JOKYMEHTA, UICHTH()HUKATOD
CcyObeKTa J10CTyIa, 3alPOCUBILETO TOKYMEHT;

18

OcCylIeCTBIISITh PETUCTPAIIUIO 3aTyCKa (3aBEPIICHUS) IPOrpaMM U MPOIECCOB (3a/1a-
HUH, 3a]1a4), peJHa3HAYCHHBIX 11 00paOOTKH 3ainuiiaeMbix Qaiiios. B mapamer-
pax perucTpanuy yKa3bIBarOTCs JaTa U BpeMs 3amycka, uMs (MIeHTu(UKaTop) mpo-
rpammsbl (TIporecca, 3aanus), UACHTU(HUKATOP CYyOBEKTa JOCTYIIA, 3aPOCHUBIIETO
nporpammy (IIpoLecc, 3alaHNe), pe3yJIbTaT 3aycka (yCHellIHbIi, HeyCIeIHbIA — He-
CaHKI[MOHUPOBAHHBIH ),

19

OcymiecTBIATh PErUCTPALMIO MOTBITOK JOCTYIA IPOrPAMMHBIX CPEACTB (IIPOrpaMM,
IIPOLIECCOB, 3a]1a4, 3aJJaHui) K 3amuiaeMeiM (aiinam. B mapamerpax perucrpanuu
yKa3bIBAIOTCS J1aTa U BpeMsl MOMbBITKH JIOCTYIIA K 3alluiiaeMoMy (Gaiiy ¢ yka3aHuem
ee pe3ynbTara (yCIemHasi, HeycrenHas — HeCaHKIIMOHUPOBaHHast ), UAEHTU(DUKATOD
cyObeKkTa jgocTyna, cnenrdukanus 3amumuiaeMoro haina;

20

OcCy1EeCTBIATh PETUCTPALMIO MOIBITOK JOCTYIA IPOTPAMMHBIX CPEACTB K CIIEAYIO-
UM JOTIOJTHUTEIbHBIM 3alUIIAEMbIM 00bEKTaM JJOCTyNA: TePMUHAIAM, KOMIIbIOTE-
pam, y3nam cetu MCII/IH, muHuaM (kaHajmam) CBSI3U, BHELITHUM YCTPOHCTBaM KOM-
MBIOTEPOB, IIpOrpaMMaM, ToMaMm, KaTajoram, ¢aiaam, 3armucsam, rmojsm 3anuceit. B
napaMeTpax perucTpalyy yKa3bIBalOTCS JaTa U BPeMs MONBITKY JOCTYNA K 3alHILa-
eMoMYy OOBEKTY C yKa3aHUEM ee pe3yJibTara (yCHellHas, HeyCIeIHas — HECAaHKIUO-
HUPOBaHHAs), UIACHTU(DHUKATOP CYyOBEKTa JOCTYIA, ClIeU(PHUKAIHS 3alIHIAeMOT0
00BeKTa — JJOTHYEeCKoe UMs (HOMED);

21

[IpoBOIUTH y4eT BCEX 3alIMINAEMbIX HOCUTENEH HH(DOPMAITUU C TIOMOIIBI0 UX Map-
KUPOBKH U C 3aHECEHHUEM yUETHBIX JIaHHBIX B )KYpHAJ (YUETHYIO KapTOUKY);
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22

OcymiecTBISITh OYUCTKY (OOHYJICHHE, 00E3TUIMBaHNE) OCBOOOXKIaeMBIX 00IacTeit
OTIEPATUBHOM MaMsATH KOMITBIOTEPOB M BHEIIHUX HaKomuTese. OYncTKa OCyIIecTB-
JSIETCSL OJTHOKPATHOM MPOU3BOJIBHOM 3aIUCHI0 B OCBOOOXKIAEMYO 001aCTh aMSITH,
paHee HUCIOJIb30BAHHYIO JIsI XpaHEHUS 3alUIaeMbIX TaHHBIX ((aitioB, nHPpopMa-
HH);

B IIOACHUCTEME obecrneueHus OEJIOCTHOCTH.:

O06ecneynTs ENTOCTHOCTh MPOTPAMMHBIX cpeAcTB 3amuThl B coctaBe C3I1/1H, a Tak-
’K€ HEM3MEHHOCTh IIPOIPaMMHOM cpenbl. 1Ipu 3TOM 1EN0CTHOCTD CPENCTB 3aLIUThI
MPOBEPSIETCS PU 3arpy3Ke CUCTEMBI 10 HATHUUIO UMEH (MIeHTU(PUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1en0cTHOCTh MPOrpaMMHON Cpe/ibl 00ecIIeUrBaeTCs OTCYTCTBUEM B
HCTIx cpencts pa3paboTKH U OTIAAKU IPOTpamMMm;

OcymectBusath pusundeckyro oxpany UCII/IH (ycTpoicTB 1 HocuTenel napopma-
1IUK), IpelycMaTpuBaroias KoHTpoJib goctyna B nomemenus MCII/Ix noctoponHux
JIML, HAJIMYUE HAJIEKHBIX NPENATCTBUHN 711 HECAHKLIUOHUPOBAHHOTO IIPOHUKHOBE-
Hus B nomeuienus VICIT/IH n xpanunuiie Hocuteneld nHpopMauy;

[TpoBoauTh nepuoauueckoe TectupoBanue Gpynkunii C3I11H npu u3smMeHeHuu mnpo-
rpaMMHO# cpeabl ¥ nepconana MCITIH ¢ noMonipro TeCT-MporpaMM, UMUTHPYIOIIUX
noneiTku HCJI;

JIOJIKHBI OBITH B HAIMUMHK cpenicTBa BocctanoBieHust C3I1/[H, npeaycmaTpuBaromue
BEeJICHUE JIBYX KOMUN MPOTrPaMMHBIX CPEJICTB 3aIUThl HHPOPMALIUH, UX MTEPUOANYE-
CKO€ 0OHOBIIEHHE U KOHTPOJIb PaO0OTOCITIOCOOHOCTH;

[TpoBOAMTH MPOBEPKY LIETOCTHOCTH MOAYJeH cpeacTBa 3amuThl oT [IMB, Heobxo-
JUMBIX ISl €10 KOPPEKTHOTO (PYHKIIMOHUPOBAHUS, IIPU €r0 3arpy3Ke ¢ HCI0JIb30Ba-
HUEM KOHTPOJIBHBIX CYMM;

ObecneuynTh BO3MOKHOCTh BOCCTAHOBIIEHUS cpecTBa 3amuThl oT [IMB, npexycmar-
pHUBaroLIas BEACHNE ABYX KOMMI IPOrpaMMHOI0 CPEJCTB 3aIIUTHI, €r0 NEpUoInde-
CKO€ 0OHOBIIEHHE U KOHTPOJIb PaOOTOCITIOCOOHOCTH;
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7 PeannzoBaTh MEXaHU3MbI IPOBEPKH LIEIOCTHOCTH MTAKETOB OOHOBJIEHUH Cpe/ICTBa N
+ +
3amuTsl OT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM;
g [TpoBoauTh pesepBHOE kKonrpoBaHue I1/H Ha oTyyx1aeMble HOCUTENH HH(OPMALIUH; N N
\Y B noacucreMe aHTUBUPYCHOM 3alIUTHI:
[IpoBOaMTH aBTOMATUUYECKYIO MTPOBEpKY Ha Hanuuue BII nnu nocneacteuii [IMB
1 npu umnopre B MCII/IH Bcex nmporpaMMHBIX MOy el (IPUKIIaJAHBIX IPOrpaMM), KO- + + +
TOpBIE MOTYT coziepkaTh BII, mo ux TUIOBBIM MIa0JIOHAM U C IOMOIIBIO SBPUCTHYC-
CKOT'O aHaJlln3a;
5 PeanuzoBaTh MeXaHNW3Mbl aBTOMAaTHUECKOT0 0JIOKUpOBaHMsI 0OHapyxeHHbIX BII my- N N N
TEM UX yJaJICHUS U3 IPOrPAMMHBIX MOJYJIEH UM YHUYTOXKECHUS;
3 PerynspHo BeIMONHATH (IIpH epBoM 3amycke cpeacts 3auuThsl [1[n ot [IMB u ¢ N N N
yCTaHaBJIMBaEMOU EPUOIUYHOCTBIO) MMPOBEPKA HA MpeaMeT Hannuus B Hux BIT;
4 JlomxHa nHUIMUpoBaThes aBToMarnyeckas nposepka UCII/IH Ha npenMer Hannuus N N N
BII npu BeisiBienun ¢akra [IMB;
Peanmn3oBaTh MexaHU3M OTKaTa JUIsl YCTAHABIMBAEMOTO YHCIIA ONEPALNN yIaIeHUsS
5 BII u3 onepaTuBHON UM TOCTOSHHOU MaMATH, U3 IIPOIPAMMHBIX MOIYJIEH U IIpU- + + +
KJIAJIHBIX ITPOTrpaMM WJIM MPOrPaMMHBIX CPEICTB, coaepxkanux BII.
6 HononunrensHo B UCII/IH nomkeH npoBOANTECSA HENPEPBIBHBIA aBTOMAaTUYECKHUM + + +
MOHHUTOPHHT HH(POPMAITMOHHOTO 0OMEHA C BHEIITHEH CeThIO C LeNblo BbisiBieHUs BII.
VI KonTpons orcyrcreus H/B B 110 C31
s mporpaMMHOro o0ecrieueH s, UCIoIb3yeMoro npu 3amure nadopmaruu B UC-
1 [T1u (cpencts 3amutsl nHGopMauu — C3U, B TOM dncie U BCTPOSHHBIX B 00LIeCH- + + +
CTEeMHO€ U MpHUKJaJHoe IporpaMmHoe obecrieuenue — [10), nomkeH ObITh 0OecredeH
COOTBETCTBYIOIIMN ypOBEHb KOHTpOJIsl oTcyTcTBHs B HeM H/IB (He nexnapupoBa-
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HBIX BO3MOKHOCTEH).

Vil

O6napyxenue Brop>xeruit B UCI1/In

OOHapyxeHue BTOPKEHUH JOIKHO 00ecrieunBaThes IyTeM UCIIOJIb30BaHUs B COCTa-
Be VICII/IH mporpaMMHBIX HJIH IPOTPAMMHO-AINIAPATHBIX CPEICTB (CUCTEM) O0HA-
pyxenus Brop>xenuii (COB).

Heob6xoaumMo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI OOHAPYKEHUS CETEBbIX aTak,
UCIOJIb3YIOLINE CUTHATYPHbBIE METO/Ibl aHATIN3a

H606XOI[I/IMO 00s13aTeNIbHOE NCII0IL30BAHIE CUCTEMBI O6Hﬂpy>KeHI/I$I CCTCBBIX aTak,
HCIIOJIB3YIOMUC CUTHATYPHBIC METOAbI aHaJIN3a U MCTO/Ibl BBISABJIICHUA aHOMAaJINH

VI

3ammura UCIT/Ix ot [IDMUH

st o6paboTku nHpOopMannu HeooxoaumMo ucnosb3oBath CBT, ynoBnerBopsitomme
TpeboBaHUsM cTaHIapTOB Poccuiickoii Depeparuu mo 3IeKTPOMarHuTHONW COBMeE-
CTUMOCTH, TI0 0€30MaCHOCTH ¥ YPTOHOMUYECKHM TPeOOBAaHUAM K CPEJICTBAM OTOO-
pakeHus WH(OPMAIIUH, IO CAHUTAPHBIM HOPMaM, TIPEIbSIBISIEMBIM K BUEOTUC-
ieiiHeIM TepmuHaiaM [19BM (aanpumep, TOCT 29216 91, TOCT P 50948-2001,
['OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBust UCIIIH TpeboBanusm 6e3omacuoctu 110

[TpoBectn 00s3aTeNbHYIO CepTU(UKALINIO (aTTeCTAIMIO) [0 TpeOoBaHUSAM Oe3omac-
HOCTU MH(OpMaLINK;

JlexnapupoBaTh COOTBETCTBUE WIIN 003aTENbHYIO CEpTU(DUKALINIO (aTTECTALINIO) TTO
TpeboBaHusAM Oe30macHOCTH HH(POPMAIUH (IO PELICHUIO OIIepaTopa);
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[Tpumeuanue: s UCIIn 4 xnacca nepedenb mMeponpusaTuii 1o 3amute [1/{H onpenensercss B 3aBUCUMOCTH OT yiepOa KOTOPBIH MOXKET OBITh

HAHECEH B CJIEACTBUU HECAHKIIMOHMPOBAHHOI'O UJIM HEIIPEIHAMEepEeHHOro focryna K I1/1H.

CornacoBaHo:

CIIELIMAIUCT OT/EIIA KaJpOB MuxankuHa AHHa BsiuecnaBoBHa
[JIaBHBIN OyXranrep Tunaxosa JIro60Bb JleonnioBHa
3aMEeCTUTENb TUPEKTOPa [ysanosa FOnus BrnagumuposHa
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JIuct o3nakomuienus ¢ [loanTukoi nHpopMannoHHON 0e30aCHOCTH

Ne DdPHUO JomxHoCTh Jara IMoanucek
n/n
1 | Muxankuaa AaHa BsyecnaBoBHa CIICLIMAIUCT OT/IeJIa KaJApOB
2 | Tunakosa Jlto60Bb JleoHnoBHA TJIaBHBIN OyXranTep
3 | lyBanosa FOnusa BragumupoBHa 3aMECTUTEIIb TUPEKTOPa
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